


Topic |:

Introduction to Op

'(gl An OS s .\ror* cop. far{' ,fodli-\chr",
%’1 An OS is o system +hat
G) Mu\njes resounees ;
Frocc.ssor, memory, x/0
@ creotes execubion envivonments;
ey ;nhrfcuséusnurcns
@ loods programs i %
® provides common  SeFVices % uhlities-

THREE VIEWS OF AN ©OS

%' 3 views?
© "Application view'
@ “system vied” — what problems doss it solve?
@ * Implementotion view — how is it built?

.I'APPLICGTIN VIEW

(;}I The OS Frvv'ndes an  execubion environment  for

— whot services does it provide?

B u“ww\iwj rroijSo
?1 More sreciﬁcalﬁ:

© Provides o proy

it needs fo cun

@ Provides 'mhr&us ‘W\rmﬁ\n wiich o program con use
srorase, T/o devices and  other SJsRm

&

rom$

com with (esoudces Hhat
plmin

networks,
Nafdwale mmromnh H

(@ Tsolotes ramni
undesiroble interackions Amonj +hem .

SYSTEM VIEW
9' The FWHEmS an OS
© Tt manages e harduare
® Pocates fesourceS  among cunning onsmms;
@ Controls _the access 1o or Shnr'mj of reSoufees amorﬁ
fomsS:

p
Eememmxon VIEW

ImeP
'g' The OS is a concufrent, eal -Yime Fﬂﬂmﬂ\.

CONCURRENT
S or MTMN:ZS of

?‘ * Concucrent  meons mulkiple  progrems

inshructions  ruaning or arrur'\

from  one ancter  and rr(vm\-s

solves:
of o comruhr gjshm;

EN

resources

ng o run ot the teme

- Yime.
92 C.onc\uflm‘_j arises na"'um\lj n on OS whea it surror‘ls
concurrent Arr\zcaﬁons. and because & must in\-u‘od

d]ﬂ.d’\j with the ho(dulﬂfl-
REAL- TIme CPROGRAM]
g' A " reat -Hime ‘M’jﬂ"ﬂ is @
crecific amount

o video, jo

event in o a‘. hme.
&9 whea you are wa’rchmj

to [reete “p or  ship-

u do not  uont b

g A “miccokernel’ indudes on\J

G reatime 0T s on

.g' r User Frvjmms" ore rvvjmm

program that  must msrdd o an

erating Systems

KERNEL

CE?( The kernel” ©of an OS
» (‘asfonds o ssjshm calls,
((;)32 Il\ha‘rﬁw.\J, + is  the [JoM'
shart -u 4o boot -down.

is the rod’ 3 the OS +hot
'.n‘h(r-«rh bS excerﬁons .
of the OS ot S always

o ‘fW""
OPERATING SYSTEM
9" Tae 0S on a whole includes  the
. celated Pnarams 4ot ?(U\r'\d-!. services  for opp3-
?z These indude

0] Vtiliy Pf"‘j"""‘s'-

® Commoand inhrr“"us" &

©) Pveafﬂmm'l'\j (ibraries -

MoNOLTTHIC KERNEL
9 A ‘monolithic kemel”  has "lVU:j“""fﬁ“ oS F""" of the kemel.
including device drivers, file Sjskm, vickuel memory efe.

MICROKERNEL

kernel, owd maj nclude  other

a\;so\uhlj necessany wmromnh;

oll other elements are user Pmﬁmms-

REAL-TIME OS
0S8 with o Sh’mjen" event rqs]»nse

tme, Sumnhv.s. & rﬂ.-emrﬁve sd/\edu‘inj_

SCHEMATIC VIEW OF AN oS

User Programs

OO O

system calls system call
results
system call interface user—space
kernel
Operating System
Kernel
commands
and data data and interrupts

Resources

USER PROGRAMS
< 4hot Hhe user iakecocks with

directy.

g Ae_sll.'mr envivonments,

cnmr'\\us , ek

wieh LrwSUs,  gomes, editors,

uSER SPACE

g: Tne user spaes’ refus fo all programs Hnot ran  outside

., the lernel -

?2 These rwarﬂms do ot interact with +he  hadware
o\'xrchJ.

SYSTEM CALL

YA “s‘jsh.m ol is how o user pyocess interacts  with  Hne

oS-
}SE.R”EL SPACE
'g Tne  kernd Sfﬂi‘l is

Kerne!  runs-

+he mjinn OF memory where  the



gs ARSTRACTIONS
I incl‘.:“uhm .Mv'mmw provided by e OS
S o vaiehy of obsimd cenffes ot can
? e '““"-'f"hm "j o Cuming I.Mnram.
2 Exo\vl\r\zs:
© Fles & 4l Sjshms
L secondary s¥°M32 ( HPP/SsSD)
@ addeess spaces
L) Amoly  memory arm)
? Pocesses % +hreads
o rnjmm execution Cr,oassur cores)
® Sockets & PiPS
G network % other mzss.je channels



Topic 2:
Threads and

THREADS .

? e W is o secivv\'-ﬁ of instructions.
\

o - |" Jenbial ram consists of a

81 A normal  sequeatia P!

execution .

sig\t Hread OF
ve mulHrIz Hhreads of &

- a o con W8
93 P”j axecudion-

. °
single theeod FNFB (et of cusrant ghates) vs DFA
Ls similor
(one cusrent chale) can Vo

SN . ngle Wj"""
cicular, © S°3e P .
?W Ta Po o rtsroﬂsiue for dif&f"‘_‘ roles:

for the same roles-
( Aheod  for each

© digferent fhreads
® mumrh Hreads rtsrms-h\e
w hove

\-server M
ey e J the site

Fuson us'll\j
CONCURRENCY o
? M Conwmncj" otcuss  when mu\\ir\f. Fnjmms /s:.c]qmus 3
! malce rwj(!SS}

o fuwn ¢

instruchiong

t the some fime .
e H\ej can | appear

Q Theeads Fvw'.de o uoy + “f"“ conewsrency n a
2

onjrnm-
Pnaawe m sequences  of
%’ -lParallz(is'n‘ s uhea m\Hr\e rwjroms of %9

time.
wshructions  con  rdn ot the same
SorS / coreS -

e fhae ae mulﬁrlv_ [,ms

wny THeeADs?
9‘ Advantages:
@ Efficient use
- one thread can ran
® P—qn:il;l;:‘hreuas can fun on diff cores
® ¢¢Sfmsivancss
- one thread
tosk
@ Pvior'&j
® Modular code
g‘; B thread Lacks  for o

OF resources
whist the other wailg

can be rgsrensiblc for a (D'ﬂ

ru',od of +me or anhil

A +i
some  condition  has been me '
coneufrency lets  fhe processof execute o different
thread o\\H‘inj this  Hime.

oncurren

:I-\\ud —fork
8; A Haread con create

g New Hweads stoct
2

o porameles o

.S
.g} The o,-‘Tnal
as 4wo simultoneous
94 Note:
@ Each Fhraad
® AW threads
and Weap: %

® In the 0S, o Hhread i nfresenh,\
kern/ test/ Harend fest-c
ke [ test [ #roffic-

0S/l6l's TMREAD INTERFACE

Exo.mrlf—i'-

? Create o new +hread ;
1 —

int thread_fork(

const char *name, //
struct proc *proc, //
void (xfunc) //
(void *, unsigned long),
void *datal, /7

unsigned long data2 //
s

9; Terminate

naw  hreods usinj

execufion  n o

tread % new thread

cy

" bhreod — f"f‘k\'
foochon cprefed
“H\Mﬂd __fol‘k\.
Aow rmm* ':‘ZL—“‘MH

Stﬁmﬁol threads of execution.

has ifs own rr’w«h stack ;
share acess to the rwjmm's jloha\ variables

by o shruchure [ obim‘-

c.

*szq ku\n/il\c‘udﬂ./ Haread-h
for details.

name of new thread
thread’s process
new thread’s function

function’s first param
function’s second param

the cu\\inJ thread )

void thread_exit(void);

?; Vo\unhvil; ;AU

executions

void thread yield(void);

R n
g Note: we comst conbol $he ordes Hhot  the Hhreads  cun
Y — - e \
without  using odditional  tools.
eg s\jmkvov\i%a*‘w“ f""”‘.‘hws' N
¢TI0
SEQUENTIAL PROGRAM Exe
g A single Hacended f"JM wes e
“ faten - exeante eyele-
MIPS REGISTERS FoR OS/ibl
num | name | use num | name | use *ﬂm“ dort need
0 z0 | always zero 24-25 | t8-t9 | temps (caller-save) o
1 at assembler reserved 26-27 | k0-k1 | kernel temps Memori
. movize
2 v0 return val/syscall # 28 gp global pointer s
3 vl return value 29 sp stack pointer s
4-7 | a0-a3 | subroutine args 30 s8/fp | frame ptr (callee-save)
8-15 | t0-t7 | temps (caller-save) 31 ra return addr (for jal)
16-23 | sO-s7 | saved (callee-save)

Csee lem/orch/mips findude/ leen/ cegdefs-n ).



CONCURRENT PROGRAM EXECUTION (2 THREADS)
g; Each Hhreod executes SlTAMiol‘j

us.'v\J its Fy‘,\lnh, rf.jishr contents

and dota.

thread 2 CPU registers

e code
is shard m—
Yelween counter

phreads

pointer
LN

thread thread
data address space e

———000 o——

. "™ thread 1 CPU registers pomter

'92 The stock geks  duplicated with Hhread _fock;
when it is  exewled, o copy of the stack & "Qjm’

o the  aew theeod.

SP

stack

valuet  are m])iui wer

other
stack
frames

FuncA() {

other
stack
frames

FuncB();

other
stack
frames

thread_fork(..., FuncC, ...) /

8‘3 Note :
@ Both Hweads ar  executing e Same
pregram:
@ Both Hireads shoe the Same coke, read-only
data, global variobles & heop. _
bub ecch twraod may Le exeubtng diffesent
f‘mdiws within e wde.
® Each 4hread has ifs  owWn shack  ond rvo\jmp-
counter CPC). _
® Each thead has & .szd. size.
IMPLEMENTING CONCURRENT THREADS :
TIMESHARING
Ql Options:

@ Hordware support
<P chzssnf:, C eores, M m(l—i(-h.(.,(inj Pu core

* PxCxM can execule simnlhmnuslj
@a'ﬁmeshoﬁrﬁ" — mutfiple threods  falke  tweas  On
e Same hardwar®, raridly switching between threods

o they all make rnjmss.
@ Bth 0 & @
MULTIORE PROCESSOR
? A “mulhi-core [;wussu'" has  the rnra,b ot/
‘ i i wmputer chip can confoin Mo +han
o ﬂmﬂk die / ru p
. Dne fwvussor unit
9; These unifs can shore Some cwnfonmfs, 2
but execute code serorahl_\’.
MULTITHREA DING
g‘ " Mtk -Hreading” refass
huv'mj muﬂ"\rle Hareads fun
ﬁ We aeed srtq'a(i?.ld hordwor fo  do
2
CONTEXT SWITCH CIN TIMESHARING]

. thread o
N w1 e dhe swikth fom one
‘0 text switch 3
gl A contex

LY coche,

o he properhy of
on +he same Cof@-

+his-

another in Yime - Shaning-
?' Process:
next
"o “Scheduling " — CPU  decides  uhich faresd o fun
@ sove "‘3"9‘( contents  of current -\hn:nd
® Load ister  contedls of ey  thres
K Jolues) must be caved

ga The “thread conhxf" CRTSW
restored  corefully, since taread
f—“unjes e context -

gng_uﬁOﬂ c.nHMOUISE'j

CONTEKT SWITCHING on MIPS

/* See kern/arch/mips/thread/switch.S */

switchframe_switch:
/* a0: address of switchframe pointer of old thread. */
/* al: address of switchframe pointer of new thread. */

/* Allocate stack space for saving 10 registers. 10%4 = 40 */

addi sp, sp, -40

sw ra, 36(sp)
sw gp, 32(sp)
sW s8, 28(sp)
sw s6, 24(sp)
sw s5, 20(sp)
sw s4, 16(sp)
sw s3, 12(sp)
sw s2, 8(sp)
sw s1, 4(sp)
sw s0, 0(sp)

/* Save the registers */

/* a.k.a. frame pointer */

/* Store the old stack pointer in the old thread */
sw sp, 0(a0)

/* Get the new stack pointer from the new thread */
lw  sp, 0(al) .
nop /* delay slot for load */ —> %o aveid
hazocds-
/* Now, restore the registers */
1w s0, 0(sp)
1w sl1, 4(sp)
lw s2, 8(sp)
1w s3, 12(sp)
1w s4, 16(sp)
lw s5, 20(sp)
lw  s6, 24(sp)
lw  s8, 28(sp)
1w gp, 32(sp)
lw ra, 36(sp)
nop /* delay slot for load */

/* a.k.a. frame pointer */

/* and return. */

j ra

addi sp, sp, 40 /* in delay slot */
.end switchframe_switch

switchframe — sw ikch

' ) i Subroutine
Q‘I’ e C  funchion Hyeod _swikth  calls  the  Subvow

Y swikh frame _swikch

. ) deh” 5 the collers ) -
gl {:'Md—smk restores  the coller - Sove rajis{us, .m.\wlnj 3
T saves
reun  address C4)
(% S s e collees
kel Mz_suukh \S ]
?3 s.“" ffﬂ 4he callee- Sove l‘ejls{-us,
i must sove B reshw
im’.luéir\j the FP in 0s/(6\.
THREAD STATES
9. States :
O'.Runn'mil — carrently  executing
@ “Recdy’ — ody execute
@ "Blocked” — woiting for something, go ao
Raclj to execute.
preemption or
thread_yeild
thread_exit
ready running

>
ready pool dispatch CPU

resource not available
wchan_sleep

resource available
wake_all/one

blocked

wait channels

(oad- use

-
V\igk’ \evel AF,M:.HW\S

ae m C;

low - level fun ctions

are m asszmb\j.



TIMESHARING

‘Ef T-meshannj s concurrency
switching petwean  Hareads.
SCHEOULING QUANTVM »
g The s:.heda.\ma 1uan’1um is o lmt on pro
Yme thet is an upper bound on how |onj :
before W neds to j«u

achieved \oj rarid(j

Hread Con  cun
e [MKISS“ .
PREEMP TION
9| Pre'.mrhov\ forees « ranning  thread o sbr cunning,

so avother thead con  run.
- b imr\emelﬂ s, the Hiread U'oﬂar_l’ must  hove
a wmeaas of “‘:]'-"ﬁ"j contwl |

QI Tis is usua({j accomr:lishu( usinj inhrrurls,

INTERRVPTS

? An m{'ururl’
P"“j"”"‘s exeantion,

s an ewent et  occurs duv'vlJ a
and o ued by system

devices  Chordware).

{ scoll
g When an \n{umr" occurs, the har dware  automoatically
2

'\'r'w\s(vs confwil 4o a AF\'KOA
93 Here, +he threed library must Plucc the

location @ Memory.

r in+u¢url' nandler -

'.NTCRROPT HﬂNDLGPs
% The 'm{-umf& handlec” i a rmudum that
® creates a tmp frome’ to record the Haread.
onfext ot the dime  of intercuph i
@ defemines which device caused the 'm+u'rur{ %
per forms dwvice - sra.uf\c rroaessmj
® restores e saved Haread oatext fom the p

fame & resumes execation of the freod .
THREAD STACk AFTER AN INTERRUPT

0S/16\
stack
4
to
OXFFFF FFFF
other
stack
frames stack
growth
interrupt!
trap frame
interrupt handler
stack frame(s) to 0x0
v

SCHEDULING

?I Cchtdulmj means Jeecid.iv:’ which  thread  should run

L., next )

e, _ . . -

(3,_ This is mrlemen-ked by o scheduwler | which is @
Furi- of the +hread libmry .

PREEMPTIVE ROUND- Ros:m SCHEDULING

?: "Pre- emrhvc yound - robin sf_hd‘,l.nj involves:

@ schedder maintains  the rzodj :1ue.ue of threods;

@ on a context switch, He cuadng  Hwed i moved
Jo the end of fhe feody queve. and the first threod
on +he gueme allowed 4o  (un.

@ N"“"j createa threads ace rlau_& ot the end of the
rendj queue.

OS/ 161 uses  Hhis +5r¢ g{,‘ schgdu“ﬂj.
ﬁ The order treads cun is  non-determiniskic  since  Hhreads
® can be m;jmhd 4o other cores;  of

@ m‘hxrurh& Lj a deuice-
0S/161 THREAD STACK AFTER PRE- EMPTION

stack
4
to
other OXFFFF FFFF
stack
frames
timer interrupt!
trap frame stack
growth * tnis & the
interrupt handler kesnel space stack —
stack frame(s .
(2 used to il kemel functions
thread_yield for threods  (eq ‘Hﬂfﬂﬂi—\‘jig“‘)
thread_switch

H to 0x0
switchframe v

VOLUNTARY CONTEXT SwITeH

Q Tan a vo\un‘hr_\, t'.ov\’(’uf swlhh

® The -+hread cally HMJ‘ 5"-\3: whidh  calls " thread _ swikth

@T\n‘( rlL\lS anotner  cunnable  threod % calls
SW\h\r\{mma sunk:h h stre a switthfrome
on the gtack-

O We then do Yhe confext switch-

Iuvowu'msy CONTEXT SWITCH

? In an involuntary context Sswikh

® The +hreod is il\“'ﬂrﬂ, resu\Hnj n a
-l'mf fram.. followad hj o sl frome
for on in+umla+ handler-

@ This  calls Mma._d'.d&, and then we {o\\-w
the Si'ars {vr a vo\wﬂ-a«y context  swilth.



ive round-obin schedling with a
Tuns a function which behaves

thread i finished and it exits. During th
sleep part of each of its iterations, a th

N fimeS
2 Fwe = c+ NCCHS)
If ¢>8:

s R c - . c .8
T CI
| ' < ]
] s R c . F B
A }.,—T—’,_,C_H__."l }-——f + ~+——+ < ‘s
1

s R

€
'

v\f—p“F_J

N-\ +imeS
» tme = ¢« (N-1)(2C) + C+ S = 2NC+S



Topic 3:
Synchronization

MmoTIVATION

9" Consider

int volatile total = 0;

void add() { void sub(Q) {
int i; int ij
for (i=0; i<N; i++) { for (i=0; i<N; i++) {
total++; total-—;
} }
¥ }

Tf one thresd executes odd % one execates sub,
what is  total when +h¢j have f\-nished?
-ﬁz The value of ol can not be O
To understand ths, consider +Hhe code ot e
e rsmda) a ssmblj ‘ﬂr\J uage level.

TRACE | : SEQVENTIAL EXECUTION

;; Thread 1 Thread 2
loadaddr R8 total
1w RO O(R8) ; R9=0 - folal =0.
add R9 1 ; R9=1
sw R9 O(R8) ; total=1l
————— Preemption ----->
loadaddr R10 total
1w R11 0(R10) ; Ril= 1
sub R11 1 ; R11= 0
sw R11 O(R10) ; total= 0

TRALE 2: TINTERLEAVED EXECUTION

;; Thread 1 Thread 2
loadaddr R8 total - "’O"ﬂ‘ =1
1w R9 O(R8) ; R9= 0
add R9 1 ; R9=1
————— Preemption ----->
loadaddr R10 total
1w R11 0(R10) ; Ri1= 0
sub R11 1 ; Ril= -1
sw R11 0(R10) ; total= -1
gR==== Preemption -----

sw R9 O(R8) ; total= 1

TRACE 3: MULTI-CORE EXECUTION

;5 Thread 1 Thread 2
loadaddr R8 total
1w R9 0(R8) ; R9=0

- dotal =~

loadaddr R10 total

add R9 1 ; R9=1 1w R11 0(R10) ; R11=0
sw R9 O(R8) ; total=1 sub R11 1 ; Ri1=-1
sw R11 0(R10) ; total=-1

RACE CONDITION

Q' B Vrae conddion s when e program result
defws on e oder of execution of the +Hhreods.
ﬁg2. These  occur  whea mu”’irle threads  are reaflinj
and wn'Hnj the same memory at +he  some
+ime -
93 Sources :
- imrlemmhﬁon o} ode.
T To ety Hhe cntical secons for race condifions”
@ inspect aach variable and ask i ik s possible
for multiple threals  to read R wnte it concurrently.
@ note consants & memory that  ore rgé:_gg\(j \;3 al(

*thaads AO '_‘?_*_ cause racR unJIHOnS.

ENFORCING MUTUAL EXCLUSION WITH

LockS

int volatile total = O;

void add() { void sub() {
int i; int i;
for (i=0; i<N; i++) { for (i=0; i<N; i++) {
————————————— start mutual exclusion

i }
MUTEX / MUTUAL EXCLUSTON

B mates s a metod o ensure  only  one hread

con  acess  this rejhm at o time.

Lock

Qi A lock s a wmechanism fo vaide mutual  excusion

int volatile total = 0;
bool volatile total lock = false; // false means unlocked
// true means locked
void add() { void sub() {
int i; int 1i;
for (i=0; i<N; i++) { for (i=0; i<N; i++) {
Acquire(&total_lock); Acquire(&total_lock);

total++; total--;
Release(&total lock); Release(&total_lock) ;

} }
- chvifﬂ./re\zasc must  ensure  that on\J <

thread com hold Fhe fock ot a  Hime
— if a +areod cannot a:quir: the flock ;mmgdlqhh' i+

must wak  nh) e fock  becomes availdble

2

(E? One ross'.la\e imrlt.mev\hhm of ‘“—‘r’"‘ G relense:

Acquire (bool *lock) {
while (xlock == true){}; // spin until lock is free X

*lock = true; 77 grab the lock

}

Release(bool *lock) {
*lock = false;

}

- " Srl"\n'mJ.'

// give up the lock

— a {hreed anuallj chacks ‘fM'
a vavdble o chm\Jc in a whle '°°r-

But twis does not werk-
W'ﬂf > in +he kme a +#read bresks oub of e
while lnor (ie £) & cowld be rmzmrhn\

% another Haread could Hen g} % Jock

to  hue-

> so thee o 2 bheads in  the Cribical sechon



TEsT-AND -SET

-g: Aﬁ;vondﬂ?
crate o funchion that 3'.ven the address of a lock,

N

lock , between whea fhe % lodk  is  dested &

-

set, no othe thread con Chavljg it volue
WWW

MIPS SYNCHRONIRATION INSTRUCTIONS
Ql We use
(D“‘QQ"“,,,A finked) :  lood value af address oddr

@"s¢” (store conditional) store new valwe ot
add? if dne  volwe of adde hoS not cho..ju!.
since 28 was executed.
ﬁ; sc fehwms  CSuccess” if e value stored ot addr
has  wot chango\ since 22 was executed.

93 xmrlemubhon of locks:

MIPSTestAndSet (addr, new.val) {
old.val = 11 addr // test
status = sc addr, new_val // set
if ( status == SUCCEED ) return old_val
else return true // lock is being held

}

Acquire(bool *lock) { // spin until hold lock
while( MIPSTestAndSet(lock, true) == true ) {};

}
lock value lock value lock value
at 11 before sc after sc  status Lock State
1. false false true succeed | lock acquired
2. true true true succeed | keep spinning, no lock
3. false true true fail keep spinning, no lock
4. true false false fail keep spinning, no lock

SPINLOCKS Iy 08/16}
Q‘ A Tspin-locdk” s a lock Hat spins;

e F r"‘f“"‘"’-‘“j Josks He  locks  availebilily in a
., [oop unhl e lock is retumned. i i
gz When Hireads use a srin-lock, ey Lusy-waﬁ' —

-Hnﬂj use  +he rnussur whilst  +hey vait afwr +he
" (ocle-
83' Spinlocks ore efficient for short waiting Himes .

(a few inshruckions).
9* 0S/ (bl uses sl;in(od.ls 1

O update  shared variobles / datn  shuctuces

® imrumuf other sjnchmniaaﬁm rrimih‘ves

Ceg locks, umafhnrzs, condifion voriables)

gs OS/l6l uses 2R X sc b ;,.',|wu,|. Jest- and~ st

Locks IN OS/l6l
Ql locks also enforce matex,  buf Hhey  block Cinstead
1

of spinning, like srinluks).
8;_ Locks can be used to thd’ (o.l:ju- cntical sechions
without Leinj o  budenr on dhe rwassof-
SPINLOCKES VS LockS

@ Similas Hes:

©® The +hread would \au‘uire‘ it (access the catieal  section)

% reease i+ Cuhen it is  done)

® Both nead 4o be imitialized [ceaked  befor using
Hhem -

@ goth hove Sdooi_botd .

@ Roth hove ownes g can orly be released by their

owne. But:

(O]
- a srinlock is  owned bj a CP

— a lock 1S owned \’3 o Hread -
Why? -> in  0S/Ibl, in+qn.r+s are a;sniul b::
J the CPU +hat holas e spinte
not other  CPUS

> 4o minmize srinn‘l'\s,

THREAD BLOCKING

? When o  fhead blocks, it shrs runnins-,

®
®

®

® cve“h“'"j: a  blocked +ireod s sijnald % awalened

it sh;rs us'mj +he ,mcessor.

the scheduler chicoses @ Aew  fhresd fo runy
o context swifch fam +he Llucug threod b the

new  threod  oceurs: &
the Llocw-\j thed IS 1ueu¢J~ m o wait chonnel

(not Hhe ready 1veuc).

Lj another  Haread.

WAIT CHANNELS IN Os/le6l

gl .\Naﬂ'

N

chonnels”  are  used 0 imrk_mud' +hread b(ocltinj
os /lel.

void wchan_sleep(struct wchan *wc);

- blocks calling thread on wait channel wc
- causes a context switch, like thread _yield

void wchan_wakeall (struct wchan *wc);

- unblock all threads sleeping on wait channel wc
void wchan_wakeone (struct wchan *wc);

- unblock one thread sleeping on wait channel wc
void wchan_lock(struct wchan *wc);

- prevent operations on wait channel wc
- more on this later!



SEMAPHORES

@?,' "S«.mqrhoms" are  synchvonization primitives Hhot
can be uted 4o enfoce  mubual  exclusion rquimmenk.
% can be used 4o solve  olhe Winds of

. Sjr\chvw\i%u{-}or\ ‘;nblems-

8,_ TH is oan  objet with an 'm'\tje-r value % s“l’f’“h
ormﬁons:
® “r" (rwr.um):

otherwise, wait unhil the vele s

2

i the sa.mqrhnre value >0, dewement it
> 0 & dnen

decrement it-
® "\ C(yacate) : incremeat the voluwe of the semaphore.

TIPES OF SEAPHORES
-Q; “Binug :UﬂAEhOf'e“ - @ S“'mqfhaa with

sinjlq. resource ;
behaves ke o lock  but does nof kuf teack

a

. °F ownersh'xr .

?2 ~.Cow\‘ﬁng semqthare": a Szmnfhon with an
or\-il-mr-j #  of resources.

g} . Mﬂ"'ﬁ o semaphore used 4o force |
twead  fo  wait for others +o wmr(ﬂh; inihal  count
s ij(;icallj Fes0.
Lock V8 SEMAPHORE
Q Differences:
® V does not have o follow P
@ A semaphore  can stoct with a count of O
Gie no resources available).
® Calling  V inccemants  the  semaphore by 12
® Twis sqﬁuuu of oPuoﬁms f-ﬂ:zs o theead o
wait  unkl resources  are r—fod\lal. before
tontinuin
® Semarhons do not have ownes; locks do-
IMPLEMENTATION OF SEMAPHORES

P(struct semaphore * sem) {
spinlock_acquire (&sem->sem_lock) ;
while (sem->sem_count == 0) { // test
wchan_lock(sem->sem_wchan) ; // prepare to sleep
spinlock_release (&sem->sem_lock) ;
wchan_sleep(sem->sem_wchan) ; // sleep
spinlock_acquire (&sem->sem_lock) ;

sem->sem_count—-—; // set
spinlock release (ksem—>sem_lock) ;

¥

= O WO ~NOU D WN -

o

V(struct semaphore * sem) {
spinlock_acquire (&sem->sem_lock);
sem->sem_count++;
wchan_wakeone (sem->sem_wchan) ;
spinlock_release(&sem->sem_lock) ;

}
DESIGNING MULTITHREADED CODE
Q When dnsijninj /ah.lausﬂinj mulfi-threoded  code,
wnsider  vhat  could jo wrmg i our
wde  was Fru.mrm ot each step at
Pmduft-

the

CONDITION VARIAB
G " Condition vasables” heve 3 nrmHMS:Les
O “Woit’: this causes the calling Fhread
+_"_|n\odl., & releases +he lock
associoted  with the condition voriable.
Once e Hiead is  wnblocked it
reacquires the  lock-

® "S-g,m": it +hmods are blocked on dhe s.‘jnald coadihen

vonable, Jhen one of Hhose threads ae  unbloched -
® "Broadcast” ®  like g{jm" buf  unblocks alt thrads thal

ot blocked on the condifion variable-

?,_I Condibon varables o  intended o  work -I-oJo_fhu with
locs -
% These are  also on'j used .fyovv\ Within  the  critical
. Sechion  that s pvotecied by the locle .
g CondiFon vorables glfow +hreads +o  wait
for ofLH’fAlj condifions + become +true nside a
eiticol  sechon-
@ Tt the condifon IS fulse, a fhead can

° wait on the corrtspoading condibion  Variable

anfil it becomes true.
N . ~ \
@ 1 it i drue, W wuses sujnal\ or broad cost

b noH-f\J any blocked  Hireads.
EXAMPLE : GEESE

int volatile number0fGeese = 100;
lock geeseMutex; condition uadabm
cv zeroGeese;
int SafeToWalk() {
lock-acquire(geeseMutex) ;
while (numberOfGeese > 0) {
cv_wait(zeroGeese, geeseMutex);
}

GoToClass();
lock release(geeseMutex);

}

R \Cv_waif‘ handles m,,_ag;,\j / mac,qvidr\j e loclk
PasscA in. ' ‘

- will ')d +he mllif\j thread in  the cus wait
channel 4o block

ads  waiti on the
- cv,Sij'\al % cv-bradcast  walie thre "J

cV.



VOLATILE

‘G Race conditions can ocews for ceasons  beyond
+he rmjmmmu's conbrol; N Forch(w +h:j

awn Lo caused by
®© the mri‘ﬁf; or
® +he CPU

. Qz These are

code

due Ho orHM-ﬂaﬁ ons 1o male he

run  fastes
93 Comrl'lf-fs opfimize for dnis  diffecence, Shmnj values

i rzjisfm for as long as f,ossilple.

- l; But for shored  variables,  4his mijh'f not  worl.
€9 int sharedTotal = 0;
int FuncA() { ... code that modifies sharedTotal ... }
int FuncB() { ... code that modifies sharedTotal ... }
= funcA stores  sheadlolal i it SU
- X fuacB shores it in sk S2
?
- hich ﬂjis*& hos +he correct volue £
.QS' “Volatile” disables #his, ﬁrdng the value o

be (oaded from % shred to memory with each
use -

- vaa.n-ts comrile.( ,fmm re-ordesing loads & stores

for thot

vanoble.

. .
8,, Shored Varsbles  should be declored wolotile !

DEADLOCKS

(
coan

eaclh

3

(l:-? We say threads are deadlocked” if  neither

malie ijrcss, as +ht.J are  blocking

other.

lock lockl, lock2;

int FuncA() { int FuncB(Q) {
lock.acquire(lockl) lock.acquire (lock2)
lock_acquire(lock2) lock_acquire (lock1)
lock_release(lockl) lock.release(lock?2)
lock release(lock2) lock.release(lockl)

} }

What happens if the instructions are interleaved as follows:

e Thread
¢ Thread
e Thread
e Thread

1 executes lock_acquire(lockl)
2 executes lock_acquire(lock2)
1 executes lock_acquire(lock2)
2 executes lock_acquire(lockl)

This is what happens...

e Thread 1 executes lock_acquire(lockl) and holds it.

e Thread 2 executes lock_acquire(lock2) and holds it.

e Thread 1 executes lock _acquire(lock2) and blocks because
lock2 is being held by Thread 2.

e Thread 2 executes lock_acquire(lockl) and blocks because

lockl is being held by Thread 1.

.gz How +o rrzvuﬂ- deadlocks ?

Q® “No Hold & Wait" : rmvznf o thread fom requesting  resoudces
No Hod & wail
o it c.ummﬁj has fesources allocated o it

- a thread may hold  seve! resousces, but must oblain

hem ol ot once-

®J  lock.acquire(locki); // try get both locks
while(!try_acquire(lock2)) {

}

lock release(lockl); // didn’t get lock2 so try again
lock_acquire(lockl);
// can now obtain both resources

® “Resource Orden‘nj”-. order the resoucce hjrzs.

each thread  wust ac1w’f€ resources  in """Q”“;“j

resource

-Iyre_ ordes.



Topic 4.

Processes and the Kernel

PROCESS

Q A "chzss" is an environmeat in which an
1
arrlicaHoV\ rnjmm cuns .
- . fnat s runnivﬂ“
3 o l;mjmm
'i_?z The process’s
indludes  virkuolized  resources
that s ijmm con  use:
© Threads 4o execute code ‘

on processors;
® an  address srau-" for code

% dafa;
® A fie system;
® z/0.

¢ kej‘ooa‘rﬂ, d:‘srlﬂj

envivonment process

address space

thread array

file descriptor table, etc.

each erMM‘S rmccss isolates it .fpom
other progroms cunaing i obher  pracesses.

-93 Processes are created £
Mamjui \,j the kecnel, %

it seems like it hag
RAM 2 I/0

- when & mjmw\ is  executed,

exclusive access to e processor,

even Hnauj‘ﬂ -Huj are ad‘uul[j shared .

VIRTUAL MEMORY

gl " Virkual "‘l""OnJ“ iS an oddress sraa +hat "'“P“’fjs
with RAM % s:.wnduj shraae.

lﬂ'je amount  of Fv',mar:j memory

virtualization
., It appears b hve a
(RAM)  +that the
for s code, dotn &
VIRTUALIZED RESOURCE

g A victualized eSource’ s o hie a thsica‘ reSource
(;j hacd dive) % create o morfe obstrpct vesSion

process has  exclusive access to

stacls.

of it (e Afile systew).

PROCESS MANAGEMENT CALLS

9' Processes can be created, manajzd % deshmjed, %
eadh OS  supports @ varety  of  funchions fo
Surrori- these  taslks.

\ | Linux | 05/161 |
Creation fork,execv fork,execv
Destruction _exit, kill _exit
Synchronization wait, waitpid, pause, ... waitpid
Attribute Mgmt || getpid, getuid, nice, getrusage, ... getpid

fork

Q The system coll Shrlk' creates o new Fncess, +he
'

“ehild”

), +het is a clone of e romni (P), the

or'\j'ma\ rncc.ss-
- it mries Ps  address sFaue (code, jlo\mls, hmr, ttack)
w C's-

- i+ makes a new thread for C.
- it copies P's trap frame  to s (uemet) shack

Q The address  space of P & C ore identicol at the
2

L

time of the fork, but may diverge afterwards.

’ “fock’ s called by the rarmh but  the  fundhon retums in
both ‘e Po(p"ﬂ’ &

0 o Hhe anild rnuss
o the roruﬂ' rmczss

child.

- it refumns
_ % cetumms the dhilds ]’M
b Aishinguish  the child & faw\k-

allows us

- this

- exit

=

‘_exit  terminates  the process that  calls it

- a process an supply an exit stotus  ode when if exits

- the lUernel records the exit shtus cede in case another
process  needs ity vie waitpid.
\.alaii'rid
9 Twaitpid’ lets o process wait for another to terminate /
block, and Hea rebieves its exit shtus  code.

+ Pid = process identifier

EXAMPLE | : fork, _ exib, ae'l'Pid, waﬂ'rid

1. mainQ {
2 int rc = fork(); // returns O to child, pid to parent
3 if (rc == 0) { // child executes this code
4. my_pid = getpid();
5. x = child_code();
6 _exit(x); &e—— end$ Fvocgss w| retwn value x
7 } else { // parent executes this code
8. child_pid = rc;
9. parent_pid = getpid();
10. parent_code(); wait for child to exit
11. p = waitpid(child_pid,&child_exit,0);t-/ qet ity exit Shatus
12. if (WIFEXITED(child_exit)) &—— refums +rue i child called
13. printf("child exit status was %d", —exit()
WEXITSTATUS(child_exit))<e—— retums exit slatus
14. } code
15. }
getpid
? \3“]’“\ returns  the  process  idenhifier  (Cie Fid) of the
current Fvocess.
- each exishing  procesc has its own unique Fid to  idenkify it
execv
Ql' ~ exeED chanjes e program Ha & lpvocess S furnivg.
- He  calling rvoa.ss's current  virtual  memory i Azshmy&‘*
T Hhe process ges a  new vichual memory  (wode, heap, shick o)

inkialized  with the code & datn of the new progrom
4o rua.
- the Fid remains  the Some.
oS- N’ N N H )
Q,_ After axecv, the new  progam Stacts  executing
G N ; ired.
83 execv  can pass uvjv.me.Ms o the new Projmm £ requ



EXAMPLE 2 : execV

//
//

N

o O W

© 00 N

ExAmPLE 3

sample code that uses execv to execute the command:
/testbin/argtest first second

int main() {
int status = 0;
char *args([4];

// status of execv function call
// argument vector

// prepare the arguments

args[0] = (char *) "/testbin/argtest";
args[1] = (char *) "first";

args[2] = (char *) "second";

args[3] = 0; // end of args

status = execv("/testbin/argtest", args);

printf ("If you see this output then execv failed");
printf("status = %d errno = %d", status, errno);
exit(0);

}
execv & fork

// the child executes execv while the parent waits

w N

0 N O O

10.
11.
12.

main() {
char * args[4];
// set args here
int rc = fork();

// args for argtest

if (rc == 0) { // child’s code
status = execv("/testbin/argtest",args);
printf("If you see this output, then execv failed");
printf("status = %d errno = %d", status, errno);
exit (0);

} else { // parents’s code
child_pid = rc;
parent_code() ;
p = waitpid(child_pid,&child_exit,0);

// returns O to child, pid to parent

SYSTEM CALLS

g " System calls” are e interface between uses
onczssas % the hemel.
Services 0S/161 Examples

create, destroy, manage processes
create, destroy, read, write files
manage file system and directories
interprocess communication
manage virtual memory

query, manage system

SOFTWARE STACK

pipe,read,write
sbrk
reboot,__time

,—””””a

application A courses

system call library

| privileged

code

| kernel

Services-

EXECUTION PRIVILEGE
Q; The processor implements differeat  (ewels of

Fv'wiKJQ" aS a Su.uvt('y % isolation

3

mednonism.

fork,execv,waitpid,getpid
open,close,remove,read,write
mkdir,rmdir,link,sync

ijmms tfwm rrv.v(ous

(13 CS 2%/ 246)
unprivileged
code likmrj coutines su\Wh'e-bL

bj the ];wjmmmiﬂ_,

|a1\jua\ljv_ for usiﬂj oS
“execution

.ﬁl The Uemel code runs af the hijhd PV'!VUGJQ level.

gl APrl;caHons ‘un of o lower r\f'nvil?jf- Since  EASUEEprOgiems

showld  not  be rum;ﬁd ) Ferform cerfain  tasks .

Y Modi{];r\j page tables,  hoMing +he processoc:
INTERRVPTS
.g:‘I"M“r“" are  genemted by devices
| when they mead attention
Q}_ These cause the rvoussof 1) ‘h!omsfel contnl

o «q ,f‘xnd location in  memory, where an
" in+ermf+ Wondles is  located-
- s s rn,.,. of the hemel.
- i an ;nh.rmf{- occurs, contwl  will jump from

the app b the kemelS

wukng,
._E'XCE?TIONS
'g" “Exu_fhons" are  caused Lj inStruction

I'/\"‘?.rrvgr')' haml ler

execubion when a mnnir\j Pﬂgﬂzw\
needs  atfenhon.

S orithmetic  ovarfow , i”ﬁf_l instvuchions [addeesses
i?z When  Hhese contwl i tonsfered b a
on excar‘l‘ion handler 1s  locafed.

Fired

oceul,

where

location

EJ? The ,»oussw then  swifthes +o fr-iv:'le\jad execubion  code.

.Qq In OS/lel, H#e Same routine s  used o handle

e*cefrHons & in+uru’>+s .



MTIPS EXCEPTION TYPES

EX_IRQ 0 // Interrupt

EX_MOD 1 // TLB Modify (write to read-only page)
EX_TLBL 2 // TLB miss on load

EX_TLBS 3 // TLB miss on store

EX_ADEL 4 // Address error on load

EX_ADES & // Address error on store

EX_IBE 6 // Bus error on instruction fetch
EX_DBE 7 // Bus error on data load *or* store
EX_SYS 8 // Syscall

EX_BP 9 // Breakpoint

EX_RI 10 // Reserved (illegal) instruction

EX_CPU 11 // Coprocessor unusable
EX_OVF 12 // Arithmetic overflow

PERFORMING A SYSTEM CALL

QI To paform a system call,  the anh'cn‘HM proqram  aceds
40 cause an exce'o+5°" +  make the Uesmel

axeuufe .
- exaplion wde: EX-SYS

. - Hown “Si"j the command \Sjscall\ on MIPS
.92 The  Lesmels zxu_la-Han handler  cheels e Qx(lf.}-,'o,\
tode |p d{gﬁy\jufsh Sjshm call erq‘oﬁens fy,,,.‘

e dypes:
WHICH SYSTEm cALL? (SYSTEM cALL CODES)

Y e kermel defines o code for each System  call
it understands .

. - gince fthere s nn\J one SJSCA“ QXCQ{)'HOI\-

gz The  kemel gxrcd's the app + plece  the qH:an'ah
Sysfem call code in @ Sfedfa'ed location before

. execu'Hnj ‘sjuqu‘.

% me. [ cwodes & code location are pact of ‘e ernel’s
ARL (arrlimh'w\ L.'.WJ infecfoce).

SomE o0S/161 SYSTEM CALL CODES

#define SYS_fork
#define SYS_vfork
#define SYS_execv
#define SYS__exit
#define SYS_waitpid
#define SYS_getpid

SYSTEm CALL PARAMETERS

g To pass rammeh/s o s‘jsh,m calls, +the aFrlicaHon
Pu,u_s e alJqu.nh n L(unel-:l)l.qfizd locationg

g W NN = O

before  the * Syt call ', ond  recaives the  return
volues in  Uemel -5 redf.-o{ locotions  affer Fhe
meﬁoﬂ hondler  cedwens.

SYSTEM CALL SOFTWARE STACK REVISTTED

application A

system call library unprivileged

2 4 code

privileged
3 kernel code

gP\ The application calls o Iibra:, wrapper funchion for the
system call.
Qz The  Gbrary  function  exeeutes o \35Sca“\ instruchion .
?3 This  causes +the  UemmelS excnfﬁon hendler +o  run,
which
O ereates trap frome b0 cove aplication progrom  stude
@ detemimes this is a system  call  excaption
detzomives  whot sjchm call s L«(nj rccruzshd
does Hie  work for the ru]utsftk Sjshm call
reStores  the qPPI:cah'on progrem shate  fom the top
frame; &
rtums  from  the mefﬁon.
?'f Then, the Ubrmy wrapper function Finishes &  refums.

© 0@

i?s The aPrliCAh'oA can {inolh conbnue  @xgcubion.
USER VS KERMEL STACK

-?‘ e “user ctack” is used while e threod  iS
txecuﬁnj ,,I,P“,._,Ho,\ code.
- Yhis holds shck frames for the aFrIi
— Ukemel cwntes this  stack  whea H el

wp e vichol addeess  space for  the
process

cation

g,_ The  “kecnef stack” is wsed while the theead s

““‘“ﬁ"j wemel code.

- e after an axcor:Hon /inhﬂu{:(‘

S in og/l6l, e t-sheck  ped  of o dheed
Poiv\{'s o this

- s holds ctack Afromes  for kemel fuachon

- and  holds  “rap fomes L swikh fromes -



MULTI PROCESSING / MULTITASKING

%?( " Mulkprocessing”  means having  multiple - procisses

uish‘v:j ot He Same tHme.

g}: Al processes  musk shoare the availuble hordwose  reSources,
. ond the  shaing is  coordinated by the Os.

93’ Te OS ensures  $hat rwu.sms are  isolated from one

another.

Two PROCESS EXAMPLE

process B
process A kernel  thread process B
process A _| H timer interrupt »
thread BT Tt by i P quantum has

-
5

not expired

quantum has | T "" H T context switch

expired

context switch

TNTERPROCESS CoMMUNICATION (IPC)
Y I s o famly of mebads wsed fo send dabn behween
Cotherwise isolated) processes.
¥, Methods:
O “Rle” - dol to ke shamd is wittea o a fle,
:ussu. "‘j both rroczsso.s

“Sockiet” — dobm is wat via network interface  behween
rVD(-ZSSOS-

G) Eﬂs — dafa ;s sent, unidimcﬁonn)ly' ﬁp.,\ one f_mczss

b onother via & OS-managed dafm bu (for-
Shoed memory” ~ dotn is sent via block of shoed memory

®
visible 4o  both processes.
6) “Message passing /queue” - a ?w.ue/ data  sheam  provided by the
=3 T t

OS + send date between rmusse_s.



Topic 5:
Virtual Memory

R Mwhva-hon How ecan we mmve fmmm‘j
memory Cie RAM) so thot

MEMORY MANAGEMENT UNIT (mmv)
.g' The mMmy is e rnr"' of +e hordwae 4ot PQ[‘]CD'WIS

® mu(h’rle_ rnca:!o.s con  be looded address  tvanslation usinj infwmaﬁﬂﬂ Fm-/idled bj

into  RAM; the Uemel.
® o tug in o progom ol s exeoed in ADDRESS TRANSLATION : BASIC IDEA
one process coannot affect awothes  processi % 9 Each vichuol memeny address s Mapped o a
® e imrlemem‘aﬁon details e mostly hidden’ ., Siffaeat ro& of rhjsical memory -
Pa 1A ’ Tdea:
gg_ Tdea: Create a  virkuol environment fr RAM  (ie 2 =
" virtual memorj") ot loous e  same af;r all ] 3000 .
procesges. Tven, to convett from a
.93 We Unow  virtual memory exsts as inz,emen%rtd one virtual addr +o rhjsical adér,
process’s  voriables  does ot affect +he ofher’s | 2000 add fhe base address o

Vvaviables, aH»hott?h +he mesmory locations of the = /\ the vichul addrecs.
the  virtual®

wde g tobal  variables ate e some acmss both o |~ address D e virkuol addrets of Hiis is
VMOUQS- X E 1000 . . 1000 4 00 — 1000456
PHYSIcAL ADDRESSES e e > 1000 — 1050,
Q, "Ph‘\’sico( addmsses  are va\'dd Jimﬂd Lj the hmware; adore T;‘t -‘rhjs‘cﬂ\"
ie the amount of installed RAM. L 0000 address.

Q; There is onme rhjsicnl addrass space  pes wmﬁuhr-
VIRTUAL ADDRESSES
Q) Vichial oddrsses” are povded by e OS ko the
. processes-
? There is one  virhwl oddress Space ru’ process-
AODRESS TRANSLATION
Q" ‘Addeess  dranslation” s dhe  process converting  vithual
P of b
addresses Phys.cnl addresses
(via the hordwore & 0%).

WHY VIRTUAL MEMORY ?

Q Virtual memory  provides each process with  fhe illusion

Hhet it hes @ larje amounf  of conh‘auous memory
to itself
(+he “address sram").

PHYSICAL MEMORY
g; I it takes P biks b s[’“"{ﬂ e thSlml oddress  of

eeh \ojh $hen He wmax ameunt of
addcessable thSIM‘ memory s Pis bytes.
? Notes:
® P=32 in Sys/ibl.
® P=i@ in the lechure  notes.
VIRTUAL MEMORY
g| Ip i+ fakes V bl to SF“"'FU He virtusl agdress  of
weh byte, then Hhe max amm:,'l' of
s, 0ddressable virbual  wemory s 27 bytes.
?; Eumniuﬂ aFrlicaHons °L‘j see virtual addresses.

93 Each rmuss s iselated in ik virfual MMM\I % cannot
acceSs  anciher l:rocess's virtual  memory.



ADDRESS TRANSLATION METHOD ):
DYNAMIC RELOCATION

@‘ Tdea:

process A virtual memory process B virtual memory

=

0x0 OX6FFF 0x0 OXBFFF
B offset B limit
013000 0x24000
physical memory
0x0 Ox3FFFF
A offset T Alimit

e virtual address of each process s transloted  using 2L values:

® '.offsd'.., which is  stored o relocation ‘"'-\’-];Sh’“ (offser”)
— e oaddress  in rh,sicn( memory where  fhe rmuss's memory

NS -

@ “Gmit"  stoed in the  Tlimit®  cegister

— e amownt of memory wused Lﬂ Hhe process.
Qz vaq-HAj a virtual oddr v o a rhjsical address p- e mmd
does*

'IF (VC‘imiI‘\ then
pevt offset
else craise memory ex;.q:ﬁon

E\)a Twe kernel maintzing  Sepamate  offset & limit volues for exh procss,
% changes these volues (n  +he feqistars  during & context
switth  yohaeen cesges.

PROPERTY 1: FRAGMENTATION OF PHYSAL

MmEMoRY

g: The 05 must drack which rorK of Fhﬂs“’l memory  pre ,ffu &
which afe  n-use-

G o, the 08 mush allocate [deallocate vorable -Sized  chunks

y of Fh:jsical emory.

EP'B Twis  poteatially  causes Gfa.jmuhﬁon o physical - memory.
where we '\dcallj wont it o be r_n/\-)-]juods-

PROPERTY 2 : ISOLATION OF PROCESSES

((-3‘ D:]namic reloaation
© Allows multiple processes fo shoe RAM ; &

@ isolates each szxess's oddress  spoce 'f»m all

other rmoe sses

Msinj 'lus(- 2 f'ijn'sfus Fer rvw.ess.

ExAMPLE |
Process A Process B
Limit Register: 0x0000 7000 Limit Register: 0x0000 C000
Relocation Register: 0x0002 4000 Relocation Register: 0x0001 3000
( v =0x0000 p = 24000 v=0x0000 p=7?
v =0x102C p =2502C v=0x102C p=7
® v=0x8000 p = exception v=0x8000 p=72
® pP=V+ it
= OxO0DO2 4000 + Ox 0000 00TO
: Ox% 24000

® v> timit so exuz'o‘h'o'\f



ADDRESS
SEGMENTATION

g)' Motivation:  Virtual memocy may be lmae, but
+he rvouss'x oddress  space might be  very  small

. & dis&mﬁjuoul-
Q} Tdea: Insteod of mn"'mg the  entire.  virtual ™memory

we map each Mgmu\}‘
ge.’mra-l'el\y,

to rhjﬂica-l memory,
of +the address space

process B virtual memory

process A virtual memory

segment 0 segment 1 segment 0 segment 1
Al offset‘ AT limit AO limit
> > 1
BO offset BO limit B1 offset B1 limit
OX3FFFF

0x physical memory

'8)3 The  Uemel maintaing  an offset & limit volue for each

se;muﬂ--

With se.jmml'nﬁon, a victusl address con  be H\oujh'l of
as havinj fwo rarh'-
® a scjvv\eM I, X
® 4he offset within segment
gl If we have K bits for the Sejmﬂ\"' ID, we

have  up +

- @ segmants ; &

- 2V—IL bytes pe Sejmu"-
ADDRESS TRANSLATION METHOD |
Q: or each scamu\i' i, the MMUL  hag

® & celocation offset r!gishr: offset Cil
@ o« limit mjishr: limit Ci3 .
g,_ TranslaHnj a  vichual address v - Phjsical addr P

s < SegmentNumber (v)
a < 0OffsetWithinSegment (v)
if (a > limit[s]) then
raise memory exception
else
p < a + offset[s]

TRANSLATION METHOD 2:

EXAMPLE |

Process A
Segment  Limit Register Relocation Register
0 0x2000 0x38000
1 0x5000 0x10000

Process B
Segment Limit Register Relocation Register
0 0x3000 0x15000
1 0xB000 0x22000

Translate the following for process A and B:

v Segment Offset p
0x1240 o oxli2Y4o Ox 3 9240
0xAOAQ 0 Ox 20A0 Ox 120 A0
0x66AC o ox66hC excaption
0xE880 { Ox 6880 exption

First, convert the ,f;rsi' hex inbo L'm&rv.1‘.
) NeXe)
ox |24 - [o ol'!l[;_q ol .

o )

NI H e first hexdigit  The cest of
so of *he offget the offget-
OxnYdo — 5¢ﬁmu\-l # =0, uffgg.} = 0x|2ug
—eoE
(-1}
V= rv_lo[u-.l + vFFSd‘
= Ox38000 + Ox 1240 < Ox3924%0 -
v ——
e relocation ro.sisM'
Arothee  erample : for segmeat O

oxeseo - C1r1o] €38 el
seq it o 2
3 st mex digh  rSt of offsed
of ah‘se-}-

e ng =1, offtet = Ox6880.

But limit {11 = OxS000 & Oxe8%0 = offset! So we

jd‘ an excefh'un.

ADDRESS TRANSLATION METHOD 2:
SEGMENT TABLE

physical address
~=— m bits —=

virtual address
~— v bits —=—

seg # offset ] +

segment table
B S — H
address H
exception )

B 1 L H
H —~=— m bits = :
: segment table m Dits H

¢ length register segment table :

base register I jze \start
MMU protection

® ¢ “ﬂ""“‘* # inv > B of cesmm«{-g. raise an excafhon.
@ otnerwise, use +he segment # fo lookup the fimid
relocabon  vedues from Fhe sajmmk falle.

(we do A her)

b3



EXAMPLE 2

Virtual addr = 32 bits, Physical addr = 32 bits, Offset = 28 bits

Segment Table base reg 0x0010 0000
Segment Table len reg  0x0000 0004

Seg Size | Prot | Start

0 | 0x6000 X- | 0x7 0000
1 | 0x1000 -W | 0x6 0000
2 | 0xC000 -W | 0x5 0000
3 | 0xB00OO -W | 0x8 0000

Virtual address 0x0000 2004
Physical address =  ___________ K
Virtual address 0x2000 31A4
Physical address = ___________ 7

St . @ Split virtwel addr it segmeat ¥ R offsel
ej Ox 00002004 —> sqa#-:-o, offset = Ox 0002004
snsg °f€'se+-
@ Checle Sk’.ijl\" # is not too la.rjq_
ey 0¢<¢ oxY
@ Check +he offset is not Yoo \o.rje.
¢ Ox2004 £ O%6000
@ Translate the :o.jmuﬂ' aumber  inbo o rhj““'
boase address-
o S&Jmu\i-TaUe CoxoT =
© Add the ofpsst +o physical base addrss o get the
Phjsica\ add ress.

O#D00F 0000 -

aj Ox000F 0000 + 0x0000 2004 = 0xD0OF 2004.



ADDRESS TRANSLATION WMETHOD 3
PAGING

G Tde: Divide physical mewory i fixed-size  chunks
called ';fmmes" / N fhjc.'cal Pajes",

page 0 physical pages/frames page 3F
0x0 - OXOFFF 0x3F000 - Ox3FFFF
hysical memor
0x0 Py Y Ox3FFFF

VIRTUAL MEMORY

¥ T

® Divide virtual Memory into  fixed-sived chunks called "paﬁes".
® Page site = frume size

process A virtual memory process B virtual memory

f——i —_
28 KB used 48 KB used
" 64 KB maximum size
h . A
physical memory
0x0 Ox3FFFF

gz How is it imrlemm—hd’-

FO Tne pege toble of +the red frame aumber
/> EO process would be ) )
DO since vrtuel peqe 2
: EN S m ed to
2 / co o NEN app
R Sl ) victua 2 3 oddress Fo .
1+ 1 0 B4 page -
0 A0 # ! s
Blue 90 o 4
Process \‘ 80 fr the blue process:
70 VPN FN
/ 3 E
2 .. 60 2 E
wlimeees- ——> 50 B4 \ [}
0 s 40 o ‘ 8
Red 30 g HHhese a o mnd‘j
Process 20 used by other
10 rror.n.sszs/ frames
00

for +the red fvou.ss,
virbual addr 4 — Phjs'\:nl addr 54 -
For the blue procass.

: By .
virtual adde 14 — r"\d“‘“‘[ addr EH

PAGE TABLES
Bach  process has itS own page loble, which maps
! P P39

Fgg_s ( from  virtual Muv\orj\ to  frames Cin ,)hjsicnf

memory ).

Process A Page Table Process B Page Table
Page | Frame | Valid? Page | Frame | Valid?
0x0 0x0F 1 0x0 0x14 1
Ox1 0x26 1 0Ox1 0x15 1
0x2 0x27 1 0x2 0x16 1
0x3 0x28 1 0x3 0x23 1
Ox4 Oxi1 1
0x5 0x12 1 OxA 0x33 1
0x6 0x13 1 0xB 0x2C 1
0x7 0x00 0 0xC 0x00 0
0x8 0x00 0 0xD 0x00 0
OxE 0x00 0
OxF 0x00 0 OxF 0x00 0

@, Bk o of o poge table s a  “page table entry” (PTE).
QB The valid bitT indicates if the PTE is used of wdh

- IF i s ), @ maps the page +o Fh:,sicad memocy.

- I % is o, it does nof wmsrond o o ragq in

Vittual memor:j.

'Qy U of PTEs = mox virhal memory site / page SHQIF

ADDRESS TRANSLATION

9. The MMU  includes & page tuble  base register  which points

the  page fable for the current  process.

L o
gz To translate a virkual oaddress, the mMMU:

© Determines the page # % offset of the virtual
address;
- page # = virtual address / poge size
- offset o Girhual address / page site
Look wp tne pTE 4 4he cwrrent I»oczss's PT
using the Paqe number 4o 3ot the  frame number.
® e e PTE is valid
It i+ isnl, roise an  excaphion

@ Otherwise,
Uhjsical addr = (frame # x frame site) + °FF$¢+'j
page number offset
Qﬂ (4 bits) (12 bits)

5 8 B 4 Process A
oftJoJiJtJoJoJoJtJoJi[1JoJiJoJo] Vvitual
CpifofrjrfofoJofrfoufrfojufofo] e

(16 bits)

page table lookup

Jddddd ,
|0|1[0|0[1[0]1lo]olo|1|o|1|1|o|1|0[0| address
(18 bits)
1 2 8 B 4
frame number offset
(6 bits) (12 bits)

- % of bits for offset = IDJJ_(PGSE size)= 12
- @& of PTES = max UM size / page site

- # of Lits for poge 4 = log, ¢ of PTES)



EXAMPLE |

Process A Page Table Process B Page Table
Page | Frame | Valid? Page | Frame | Valid?
0x0 0x0F 1 0x0 0x14 1
0Ox1 0x26 1 0x1 0x15 1
0x2 0x27 1 0x2 0x16 1
0x3 [ 0x28 1
Ox4 0x11 1 0x9 0x32 1
0x5 0x12 1 OxA 0x33 1
0x6 0x13 1 0xB 0x2C 1
0x7 0x00 0 0xC 0x00 0
0x8 0x00 0 0xD 0x00 0
0xE [ 0x00 0
OxF 0x00 0 OxF 0x00 0
Exercise: Translate the following virtual addresses
Virtual Address Process A Process B
v = 0x102C p= p=
v = 0x9800 p= p=
v = 0x0024 p= . p=
® Detemine page # & offset-
- pege B o= | hex diclih offset = 3 hex diﬁ)f&‘
- oxiat o ), 0 G A)
1
P«\tjtlﬁ sffset
cess PT.
® Look wp PTE using the cunent PP
i = rue.
o e AL PEELT B frmes2 el
@ IF PTE is invalid, raise an "xmfh
e PTE

. # ey
@ Otherwise, combine wrmsroﬂﬂl"‘.‘] fame fio

with the  offset.
rf'rmv\{. ogfse!
m
OTHER INFO FouND IN PTEs
G PIEs may conhin othe fietds.
Qz Examples:
® wnte rw‘hcﬁon bit
- b indicate page is read-only
@ Bits o tack page usage
- reference fuse it @ las the prcess  used  this page
recently?
- dirky it has the confents of Hhe page  bear
chanjo_d.’,
PAGE TABLE SIRE

Q page foble size = H# of pages
% of rajgs = max VM site / raje size

x Site of a rTE

‘K C(ﬂ-of’( —FD,’ midtam .



AOPRESS TRANSLATION METHOD Y :
,Two-LEVEL PAGING

gl Idea: Instead of havi-j a Siv\ﬁk PT + map an entire
y =
vichual  memory,

we can orjamiu ir and grl,'i- +he PT b mu(Hlalg

levels-
Level 1 Level 2 Level N
Pgit | Addr V? Pgi# | Addr v? Pg#|Frame  |V?
0x0 [ox0BB8 | 1 P 0x0 [0xA5AS | 1 =P ess =Pp|0x0|0x350 1
0x1|0x1688 1 \ 0x1|0xB4B4 1 0x1 ] 0x488 1
O0xN | 0x0 0 OxN | 0x0 0 O0xN | 0x0 0
Pg# | Addr V?
0x0 | 0x00C5 1
0x1 | OXOACE 1
OxN | 0x0 0

- a (uge, t.o,..}-;jwus foble i€ re.f:lau.A with smaller  fables

- if a toble wataing no  valid PTEs, do npt create

e table.
'(t:))n. Examt\c:

Single-Level Paging Two-Level Paging
Page | Frame | V? Director; Table 1
0x0 0xOF 1 Page | Address | V? Page | Frame | V?
0x1 0x26 1 0x0 Table 1 1 0x0 0xOF 1
0x2 0x27 1 0x1 Table 2 1 0x1 0x26 1
0x3 0x28 1 0x2 NULL 0 0x2 0x27 1
0x4 0x11 1 0x3 NULL 0 0x3 0x28 1
0x5 0x12 1
0x6 0x13 1 Table 2
0x7 NULL 0 Page | Frame | V?
0x8 NULL 0 0x0 0x11 1
0x1 0x12 1
OxE NULL 0 0x2 0x13 1
OxF NULL 0 0x3 NULL 0

The address franslafion is  fhe  Same, but +e lockup is nNow

diffesent-

ADPRESS TRANSLATIO N

level 1 level 2
page page
number number offset
(2 bits) (2 bits) (12 bits)
! L 8 B 4 Process A
oftJoJt[tJoJoJoltJolt[tfJoftJoJo] Vvirtual
(ofrfofrfrfofofoufofrjufofrjofof ¥
/ * * (16 bits)
page page
dir table
lookup lookup
A physical
oft]o]o 1|0|1|0|0|0|1|0|1|1|0|1|0|0| address
(18 bits)
1 2 8 b 4
) frame number B offset i
(6 bits) (12 bits)
g: Method :

Q Split +he  vichal odde v iak VE PP offset, where
g py=ol pyz ol, oFfsd = 88Y.
® vse p o find the PT-
eq  pagedif Lpl= rajzd:rm]: Ta
® vse pa bo index info fhe given PT-
ox12.

ble 2

eq Table2 (‘Fl] = Table2[o1] =
Twig is the FerQ number-
‘ + to
@ Combine the frame number with e offse
Jet the rlﬂjsica( address-

288Y

P
S

L ox



ADDRESS TRANSLATION WMETHOD § :
MULTI-LEVEL PAGING

9( Each victual address has  ntl rar}s, CPries P, o).
" Metmod:
© For izl n, index b the i page fable directory
using p, o get @ pointer fo the Gen™ Jewel
page fable  directory.
If i=w, +He ro;nhr gets the PTE of +the pege being
accessed -
® For each step, if the enhy i invalid, raise an exaz]oh'on-
@ otherwise, combine the frme H with the offset o o
determine  the rhjsicnl address.
93 Multi-level poging ceduces the Siwe of individual  PTs-

gq In FﬁrHLular, we hove ceach fable fit on @« sir\jle

raje.
% Note
3 virfual memory size
# of peges (% PTEs) neaded = viriue memery Sree
faje_ site
# of PTEs that can be stored _ page Size
on each rajg PTE size
# of PTE
ﬁ: DF PTs = _F—S_
PTEs per page
Then

space needed for dimhmj

(-h:F level page Fable) = # of PTs x PIE size-

g& When # of enbies rquireA in the dirchry e larger than
the page gize, add more levels h map virfual

memovies ‘FF""'U‘HU-



TRANSLATION CLOOKASIDE BUFFER

a Mohivation :  Address  Hanslodion 'k'lvouah a PT

adds a min of one extm memory oru‘ahon

Cjor  PTE  toolup) for each memory cfo.ﬂkhb-n

inshruction  axecutien.

Pu‘fomul Au.rinj

But His can be slowl.

g o
o

3 Idea: include a TR’ (o cache for PTES) in +he

my 4ot

® oacts as a Small, fast,  dedicated cche of
address  Fanslations

@D epch TR entry sforet @ sinolg faﬂeﬁéf“"“#
ma”:inj .

HARDWARE- MANAGED TLB
R Address  Hranslakion:

if (p has an entry (p,f) in the TLB) then
return £ // TLB hit!
else
find p’s frame number (£) from the page table
add (p,f) to the TLB, evicting another entry if full
return £ // TLB miss

€. U e MU cannot  Aishaguish TL8 enbves from
diffecent  address  spaces, the kemel  must  clear/ invalidate

e TLB on each confext swikth fom one rvouss
o andthes-

93 Sina the MMy
reflaamtn{' of TLR enhies, the mMU must
undestand  the PT formod-

SOFTWHQC’MANP)&CD TLE

Q Adaress  Aranslation:
' ai e p)
(Tven v on ?ns (>

handles LB misses, PT lookup A

kernel s

* MIPs uses a

if (p has an entry (p,f) in the TLB) then
return £ // TLB hit! TR.
else

. raise exception // TLB miss
?2 If TLR wmiss, +hen the Uemel aceds +o

© determine the frome ¥ for P

® odd (pf) to the T8, evicing onothes enbry if
(\Q_CLSSdry.
mIpS R3000 TLB
high word (32 bits) low word (32 bits)
valid —> indicateS H ]
e endry i valid
» [f [ = [l |
page# PID frame # write permission
(not used) (TLBLO_DIRTY)
- vwom for 64 enbies, each emtny s ¢y s |°,:7

- if TLRLO_DIRTY (wdte rq-mi:sion) is set (=),
then jovl can wWate to the ra\jq_.
* “oid can be used to dishnquish mappingg
P q PP
from  different rmc.esses, but 0s/16l  does wol

use it

QI' Nofe: in 0S/lsl,
@ virtwal & rh:jsical addresses  are 32 bids
® page size s UKB Crequinay 12 bits).

(Tw)

SofFware- mana\tye&

SummaRry
?, Benefits:
© Pajin" does not cause external menfaHion .
@ Mulki-level paging reduces  Hhe amount of
memocy  required o shre  poge> frame mappings:
(t?:. Costs:
©® TLR misses are '-m.rms'mj\, expensive with ““P“ page
talles.



VM IN 0S/161 oN MIPS: dumbvm

g In M1ps, TR excepHons are handled by o

Uernel  funchion S um —fault
- gin MIPS wss o !oﬁvbm-mnr\a\gli TRs

; H 1R mysS -
- o b @ises on ua.f:‘h"'\ in a TR h

e ~ N
92 \VM_FWH_‘ wses ;"ﬁmm fom a  heunel qdn\rsrm

“ e

gq ‘addrsrau‘ does  the

struchwre  fo  detesvine & pages frame marrfnj
o load inpp The TLB-
There & & seram{»e ‘aursrau.\ shucure  for  each

process,  which descrbe  whwe its quss\ peges are stored

n rh:, sical "“Q'M"r:, '

PT,

same mle as @&

but 3 simFlu since  OS/lel PI‘J“S all  pages of each

seqment Conhﬁuousf} ia physical  memocy.

ad&rsrace

struct addrspace {

vaddr_t as_vbasel; /* base virtual address of code segment */
paddr_t as_pbasel; /* base physical address of code segment */
size_t as_npagesl; /* size (in pages) of code segment */

vaddr_t as_vbase2; /* base virtual address of data segment */
paddr_t as_pbase2; /* base physical address of data segment */

size_t as_npages2; /* size (in pages) of data segment */

paddr_t as_stackpbase; /* base physical address of stack */

vbase2 . npages2

'TEr = B g— e mm momom

] n %

' virtual memory
[ ) o=

ejep

vbasel npages1

stackpbase

ejep
pO!

physical memory

pbase2 _
>

pbasel

'ADDRESS TRANSLATION
g" Method: -
® Colewlate +he top & YoHom oadress for ench Stﬁmv\'-

vbasel = as—>as_vbasel;

vtopl = vbasel + as->as_npagesl * PAGE_SIZE;

vbase2 = as->as_vbase2;

vtop2 = vbase2 + as->as_npages2 * PAGE_SIZE;
stackbase = USERSTACK - DUMBVM_STACKPAGES * PAGE_SIZE;
stacktop = USERSTACK;

Where the following are predefined constants

USERSTACK = 0x8000 0000
DUMBVM_STACKPAGES = 0xC // decimal 12
PAGE_SIZE = 0x1000 // decimal 4096 or 4K

which define the top, bottom and size of the stack in virtual memory.

(D Then caleulate e plysicel  address:

if (faultaddress >= vbasel && faultaddress < vtopl) # check

i .fuull'uddr!ss is

paddr = (faultaddress - vbasel) + as->as_pbasel; the code gegment

else if (faultaddress >= vbase2 && faultaddress < vtop2) /
paddr = (faultaddress - vbase2) + as->as_pbase2;

checlk

EXAMPLE |
[ Variable/Field | Process 1 Process 2
as_vbasel | 0x0040 0000 | 0x0040 0000
as_pbasel | 0x0020 0000 | 0x0050 0000
as_npagesl | 0x0000 0008 | 0x0000 0002
as_vbase2 | 0x1000 0000 | 0x1000 0000
as_pbase2 | 0x0080 0000 | 0x00A0 0000
as_npages2 | 0x0000 0010 | 0x0000 0008
as_stackpbase | 0x0010 0000 | 0xO0BO 0000
Process 1 Process 2
Virtual addr 0x0040 0004 0x0040 0004
Physical addr = 0x 200004 ? (4
Virtual addr 0x1000 91A4 0x1000 91A4
Physical addr = _9x8%8y - ?
Virtual addr Ox7FFF 41A4 Ox7FFF 41A4
Physical addr = oxtoorAY 7 ?
Virtual addr Ox7FFF 32B0 0x2000 41BC
Physical addr = EFAULLT _ 7 ?
® Check if p belorgs o any addcesses:
vbasel = Ox 400000
vigpl = vbasel + 0$> as_npogesl * PAGE-SITE
- Ox400000 + 8 = OxlooO

=  ox 4o3000-

Since. OxYooO00 =

& DxYDOLVY

pis in e cwde ﬁﬁw\%%

® TIf so. translete it

PAAAT =

« Ox YoSvoo,

= (oxy0000Y4 - Dx400002) 3 D)200000

= Ox200004.

@ othgwise, thww EPAVLT.

n

it foultaddress i in

the data  segment

else if (faultaddress >= stackbase && faultaddress < stacktop) / check it

paddr = (faultaddress - stackbase) + as->as_stackpbase;

— ~—_—
offset from virtual base oddr I-,hjgiwl base addf
return EFAULT;

else

the stack

faulta ddress is =

( faultoddeess - vbasel) +  as> nS-r\oaSU




INITIALTIZING AN ADDRSPACE
‘3. Whea the Uemel creates o process o un @ os,'b‘ Memos”l

usea! (S12mMB)*
F«Hoular pregem, leuseq: e \saq0 (sume): addressing devices - (e)
S chisl mem
© it must create on  addrspace for the  proass; wses vickis Juemo.\ dato Sf"“*‘/ﬁ T ns:f-sf used
. I /
% virtual memory shacs kernel addresses

® load v f”j’“'“" wde & dafa info e addrspace

. ’ user addresses kseqO
So, we afe "Frt—load'md " the ado\fsrm' kuseg - paged g

Re “on-demand”  tinc 0x0 Ox7FFF FFFF| OxA000 0000
©, other 0S5 load pages
st s & 0x80000000  0xCO00 0000

OxFFFF FFFF
® +he Pnsmm loads

physical memory
® i wil vot use up ),yU;icpl memory for unused Tara

remaining 3GB unavailable to system

Features- [ a0
o8y €cT / EXECUTABLE FILE & ELF o0 | "B 0x4000 0000
g: Aznf:s::n sﬁ|3d2 B e tese are  divided  into fromes,
Ql OS/l6l  expect  executoble files o be in Ceue” manoqed. by " comap”
(executuble % l-‘nkiv\J fvﬂ""ﬂ Aformot- kuS.ﬂ
ELF FILES ?I kusey is  paged-
?. ELF Ales ontain  address spoace sr.jmuﬂ Aesaﬁrhons:' 9; The Uemel maintains raagé frome Muﬂ:ingc
gz The ELF  heoder deserbes  the seﬂmud"s " images ': for ﬂ.‘-"‘ process. ) )
© Tne vadde of e sort of the seqment 93 TLB is usd +o translefe  use
® e @ of the S‘j""“f in the Me veddr o rhjsia-' ones .
® e location of the S"j""e"* in e ELE_file virtual memory Kernel addresses

@ The le.ng th °f +he !(\jﬁ’/‘* i the ELF_HE lliser addresseds o
~ . useg - page
-2?3 It also  idenhfies te en ot —  the vaddr of 0x0 0x7FFF FFFF| 0xA000 0000 OXFFFF FFFF

. 0x8000 0000 0xC000 0000
e I;wjmms 'f\-fsf shruction-
g: 1+ ‘ i D}MU in forMOHow c‘j rglowHor\ hnLIU) | | | remaining 3GB unavailable to system |
hi ako  coniy . 1GB physical memory
useft 4o com riluS [linkess/ 2% 0x0 0x4000 0000
0S/160 ELF FILES KSEG (0]

G 1n os/ll, e ER file  containg 'g; To trunslete  kseqO  eddresses to  physical ones,

© e Ttext sejmuﬁu, ontaining the pregram wde st subtmek  0x€000000  fiom  ne  vaddr.
& read -only dute 92 ksegO maps fo ne fish SMB of physical  memory,
@ We " data sesmmi', conh.ininj ony other j\n\nn\

r»osmm data .
virtual memory kernel addresses

92 These are  on txact copy of Hhe biary data o e stored - user addresses

n He o.d.MsrAr.z- kuseg - paged

Yol 0x0 OX7FE 0xA000 0000 OXFFFF FFFF
Ul we ot e st sgpeent f en prees. .
3 0x8000 0000 0xC000 0000
- the ELF file does ot deserke  the

Staek,  sinee the inihial  conteats of

but it mijhf not  use all fhis  space.

kseg0

remaining 3GB unavailable to system

e shck  are unumown until  cun-fime .

1GB physical memory
VIRAL MEMORY TOR THE KERNEL B G0 9008
8 we want He kernel o live in vicho\  memory- W‘lugf-ﬁ le |
0] *Luofsfr.tﬂ‘.\q' . how can +the kemel cun in vm  when .Q;' To translate kSlﬂ' add resses b rhdskal ones, subtmct
Wi staing sa W bepe 4o mplemest UM OXAO00DOOD  from the virtuol  pddress.
® "s\n-v'mj" . data m‘n\jhi' be. wr-,u_ batween  Lemel (5 app Q ks¢ﬂ| aiso maps fo +the first SnMB  of  physical  memory,
— 2

, i ﬁq{?ﬂl’
FnjmmS; how can +his ocewl if '"'RJ ore in A +houj\" + Mijh" not use all  Hhis SFC'C"'

virhual qddﬁr““‘s?

th virtual memory kernel addresses
- We mae the Uuemels NM o\ll(\af w user addresses
. kuseg - paged el
yocess viFfual  memonés.
§ 0x0 0x7FFF FFFE 000 OXFFFF FFFF

0x8000 0000 0xC000 0000

remaining 3GB unavailable to system |

1GB physical memory
0x0 0x4000 0000



Exl’corr:mc. SECcoNDARY

?' ot
© Allow virtual
+he Fh:’;ka‘ addrspace ;
@ Allow am,.h, procestor utilization "’_‘j using fess
of the availalle ry;.mg memory —f-f each
process-
v, Methos.
O Allow pages fon VMs b be shred in
Secondary  storage CHHDISSD) 5 &
@ w rases/s(jmng between saondm\’ shmae

oddrspaces ot are (N'Jer than

% primacy memory so they are in the latfer
when needed.
:Q,CSIDENT SETS
gl The set of virkudl Paﬂes rrt!en{ in FMJS'ICG‘ ""QM"":]
iS fhe  “resideat set” of & piocess-
PRESENT 8BITS
.R', To track which Fajes are  in Phugic”:f mem ,
we assijf\ each PTE o "rrtsm!' bit .
- valid=1, present=1 = page is valid and in memory
- valid=1, present=0 = page is valid, but not in memory
- valid=0 = invalid page
PAGE FAVLTS (PF)
Q If an accassed rﬂjt's f"s"‘+ bit =0,
1
Hen the page is aot jn  primory memery.
. Thig S called a “rnac fuu“‘l,-
Ql With a hardware-monaged TLR:

- +he MMU  defects this siluation  when PTE
s checked
- it 3u\m1ts an gxcql-im, handied I.U e
. Uernel-
9;' With a  software-managed TLR:

- fcagnel defects this  when b checks the PTE

aHu & TLB misS -
(TR should not tontsin any enhies mok presenl
. " RAM.)
& when a PF occurs, the Uanel  must:
@ Swap the page nto memory from secandary th‘ojt,
Pucsﬂalj ¢vir.+inj another pege;
® Update +he Spresent’ bt in the peges PTE: A
® Retum  fom e exception  so the  application
can celry Hhe VM axess  (fnot coused the PF).
REDUCE PFs
9; The PF frequency impacks he average memory access fime.
% Tdea: To improve  performance of VM vith  gn-demand peging.
) fedue  the ocourrence of  PFs.
R Strategies:
® Limit § of rvOf-ESStS/'
- so +hee S vznovjh Memory  per process
® vuse a -rsflucmmi— r:\icj";

- be smart alout WWih pges are Lept in
r“:]s?cn( memony & which are evicted
@ Hide latencies Lj prefelching  pages before & pvocess
needs {hem.

STORALE

EP;_ "Sﬁha.\ lacali+3" — progmms are  more lilkely

92 Challenges:

fIFO
g Tdoaw—Replace the  page that has been in mewory
“+he lonjeS\"
i 1123|456 |7(8[9]10]|11 12
which
pa;g'- “T~Refs|a|blc|d|a|blelalb|c|d]|e
r:f:f"-“‘-‘";‘ FrameO |a|a|a|d|d|d|e|e|e| e e e
Frame 1 b|/b/blajlalala|a|c C C
Frame 2 cjclcllb|b|b|b|b|d]|d
Fault 7 | x | x x/ x | x\ x| x X X
o ﬂu’t/a; & vas '{M ey ih is now the ek in’
page foutt ? So we eVidr @ ?‘ swep g0 we evick b & swap
mIn i owith A (TRt o). *owith a
gl Tdea: replace the page that  will not be refeenced for The
_., longest Hime
-91 This is  oplimal for on-demand Poging.
112345678910 11]|12
Refs|a|b|c|d @(b) e b ( Q d e
FrameO |a|a|a|ala|alalalalc|c | c
Frame 1 b|b|b|b|b|b b |d]|d
Frame 2 cld|d|d|e|el|le] e e e
Fault 7 | x | x | xfx X I X | x
/ v
€ wont be referencod & wont be referenced

fos 4he lon est time, qain, S0 reploca it

So mf(aa it with d. with ¢
.Qso This raqvires lmowledjg of the future.
_I,OCF\LIT‘I
Q" Temporsl_tocality” —  progrums oe more fikely fo aceess

pages +hot +h;.3 have rz:.u\Ha accessed -

o access

ve
parts of memory close fo pork of memory they  ha

accessed rtcean.

g; Lm:a\i'hj heegs PF rates low-

LEAST RECENTLY USED (LRV)

Q Tdea: evict the pog2 not used i the lonaes(’ I,q,iod of
y S5

Hime .

112|3|4|5|6|7|[8|9]|10]|11]12
Refs |a|b|c|d|a|b (Q@@ c | d e
FrameO |a|a|a|d|d|d|e|le|lel| c C c
Frame 1 b|b|blajalajaja|fa|[d]|d
Frame 2 clc|c|b|b|b|b{[b b e
Fault 7 | x | x | x| x| x| x| x / X X

P4

e wos least mcu.nHj used ,
So mfluu_ it with c.
O T+ must rack usage % fisd a max volue,
which {8 ufo.n;'uve.
@ Tne Uemel is wnaware which peges a Pvnarom 'S usinﬂ
unless there s an  excephion.



CLOCK REPLACEMENT
.Ql' M\; have the MMV track Fujg accgsses  in  hardwore.
- Add « \uu\/‘refuu\cz\ bt 4o each PTE.
o~ e ——
Q,_ The wuse bit :
@ is set by mmy  each time +he paje is used
® con Le ead/clesred by the kesnel-
g3 Tdea: use a “vickm ro-m)ru" #hot  cyeles Hwough the
page frames, & it mowes wherewr a rtflaumm* is

Necessary.

1.  while (use bit of victim is set) {

2. clear use bit of victim // get a 2nd chance
3. victim = (victim + 1) % num_frames 9o o next frame
4. 1}

5. evict victim // its use bit is 0
6. victim = (victim + 1) % num_frames

Q; Examﬂc:

1(2/3|4|5|6/|7(8]9]10 1112
Refs alb|c|d|a|b|le|la|b| c | d e
FrameO |a|a|a|d|d|d|e|e|e]| c C c
Frame 1 b|b|bjalalalala|a|d]|d
Frame 2 clc|c|b|b|b|b|b|b]|e
Fault ? X | X | x| x| x|x]|x X X X
victim 0|1|2]|0 0 1 2




Topic 6:
SCh edUIi ng SHORTEST J0B FIRST (S3P)

3b8 SC“QDULING PROBLCM 9 Tdea: Run e shoctest job first-
Q: Aset of jobs Ty, Tn  needs fo  be  executed using T

o~ .
i Q This minimizes average funaround  fime but
a sm\,e secves- n

“starvohion” i Possi\a\e-
- Ov\lj one job can run at a Hme, ‘

- The server can swikth from one job to anothes

inston H:j L a - fiome. n : > the lonjzs(' job
g Cach - i . ™Ay never get
2 Each oy [ has 2 done /
© on Camival Hme" q; — whea 3 becomes available : (sinea  we
@ a eun Hme” €; — how |onj T; needs b finish B3 (r— prievitize
Shorter jobs)
93 Output: 1 I S
® A job “ochedulec”  decides which job  Should be ruaning :
on the server at each poit in Hime. 0 p . p . py o time
® These decision determine o stort Hne' (5 L Job JI[12]J3]Ja
“Fnish fme” (f) for each jou Tp- arrival (7)) | 0 [ 0 [0 [5
runtime (r;) | 5 | 8 | 3 | 2

8‘; Performance  metrics:
SHORTEST REMAINING TIME FIRST (SRTF)

9{ Idea: Use SJIF but with rn—e.mfﬁm.

O "Resposs e of e scheduler, siais

@ Turnavound Hme ' of 4he scheduler, f-a;-
e

n
— ¢ ¢
a; Si 5 2
turnaround B [r—
FIRST comE, FIRST SERVE (FCFS) " —
9 Tdea: Run jobs in avrival *me order.
_' ’ 0 4 8 12 16 20 time
5 & Gantt
- " chodt- [ Job I J2[B]H]
arrival (a;) 0|0]0]|5
2 runtime(r;) || 5| 8 | 3] 2

g,_ Note sharvabon is shil Poss;\,\o_.
PERFORMANCE METRICS

Turnaround Time (i.e. finishing time - arrival time) for jobs J1-J4

e FCFS (5-0) + (13-0) + (16-0) + (18-5) = 47. Average = 47/4 = 11.75
e SJF (3-0) + (8-0) + (18-0) + (10-5) = 34.  Average = 34/4 =85

* RR(14-0) + (18-0) + (13-0) + (12-5) = 52. Average = 52/4 = 13.0

RouND -ROBIN (gRH) o SRTF (10-0) + (18-0) + (3-0) + (7-5) = 33. Average = 33/4 = 8.25
i? Tdea: FCFS with preemp on-‘
(Twis is used by 08/l s geheduler.)

0 4 8 12 16 20

Job J1|J2 | J3 | J4
arrival (a;) 0
runtime(r;) | 5 | 8 | 3 | 2

o
o
o

Response Time (i.e. start time - arrival time) for jobs J1-J4

e FCFS (0-0) + (5-0) + (13-0) + (16-5) = 29. Average = 29/4 =7.25
n
e SJF (3-0) + (10-0) + (0-0) + (8-5) = 16.  Average = 16/4 = 4.0
2 * RR(0-0) + (2-0) + (4-0) + (10-5) = 11.  Average = 11/4 = 2.75
3 — - * SRTF (3-0) + (10-0) + (0-0) + (5-5) = 13. Average = 13/4 = 3.25
14 -
time
0 4 8 12 16 20
Job J1 | J2)J3 ] J4
arrival (a;) 0[0]|0]5
runtime (r;) | 5 | 8 | 3 | 2




CPU SCHEDVULING

?',' Here, 4pe -r;\,s 4o be scheduled are

COMPLETELY FAIR SCHEDULER (CFS)

gl Tdea: Assign each thread a ug.]hi & the schedules

the  Hhreads. ) ensures each Hhead qefs o shar of ‘the processor
b wporkiondl  fo s wei nt-
® rua-times are unknown 9 F q
i runnable 16
® +(hruds are ;M“:m;)u“ 2 . q: = aduel amount of time +he schedule has allowed Ti
+h¢j misw fock : —
® +huj may  hove oifferent  priecities

- w; = wdjhi' of T

. a as
Q; Objectives of e scheduler: bolance We  ideally want oY oy, T

. wi u)_-’
! lavt -~ .
g rtsrws.vtmss ansure  threads an reqularly @3 Then 4he thwad with e  smollest qw—‘_‘ obo  thould run  next
“fairmess” :  shamg of the CPU
fm I F o increase its shate of the processor +ime..
e "eﬂ—idencﬂ": account thot e is a cost . .
i g To do dnis, fack the vickual run-time of each runnable Haread .
m Svoih:h.\ﬂﬂ Y ’ e
Gl ies? - w:
QH How to handle  prion vVitkual run-time of T = a; z J
@ Schedule the higest  priority  thread ;o 'j o
® "Wcijhfd fair :)\a,i,,ﬂ-., " So we want +fo run the thread with +he lowest virkual run-fime.
-iF p= I:v'xorH"!j of ™ Yheead {-?5 When a Hhreed becomes rumnable, iaifialite  its  virhual  run-Hme
L}

b b gve cacn thed o shc-m of the CPV fo some value between e min R max virtuel cun-Hmes of
Y the threads a(unjs funnable -

N pyp om to 7 o ( )
proportion to i priofy =" MLFQ Vs CFS

MULTI‘LEVEL FQGDBGCK &UE\’ES (mLF&) , In mLFE, +he TIM"UM defws on the +h,{pd-_g
f?, Objective:  Good  responsiveness interactive threods, priovity:
_::T:/o -\'hﬂ.nt’:s e W In cos, e quchm s aluegs e some  fic all Hhreeds &
Wwisk also  maling good  progress with denintuncive priovties.
.., Hareads- -
(E? How do we deteming if o thread s inﬂmh've? S(HEDULING on MOIJ'I Loge PROCESSORS
,2 o € X ¥ core
QB Idea' Tateackive threads are f'ﬁ*eﬂﬁj blodked ::"b“x” D rxxxxRRK
e ¥ 73S (1 Rp—
(wwhva for user mru+ ) ore e x wre
94 So, S‘W' hijher rnonlv b  theeads that  Block Ve cor” rady quese VShoaq* Tedq queue

f“ﬂ‘lmﬂd, so ey run when they are ready. G "Per core” ceady quaie scales bette as the H#

A\goriHﬁMi of cores incRases.

- we have A vound-robin queves &; - aceass b a shard madj quese is & catical section

lahest prorty « {n dectasing ordes oF priodty: - o mutex is Cequired
Qn, gn
shortest quantum on preempt - theods i Q; we 1"“"‘*"‘"‘ Q. L CPU CGC“E ﬂFFINITY
v . L% 7 U T hs a Hieead cuns, dota is loaded ko CPU
Qn-1,gn-1 :| - The schedule, Selects threads fom the ... ecache(s).
. hijhegl- rv'lavH:’ queue o rua. l USuaHj, a ore Will have Some memory caches of
) (@py thoads run F On & ampty). i, TG,k some i cahbresuIGiitwother Teores

- 1?31 Mov'mj the +hread 4o another wre  meons  datn
anf"’“ Hireads ace lwf' at the

lowest priority back of the next IOWU—PV.PVHJ 7&‘42’

longest quantum

.. mMust be reloaded into thet core's  caches.
@q As e thread rum, Wt acquireS on affiniky for one corg
becouse of 4he cached data.
i H e highest Aavi TS
put i n et Pty 9

g‘: Since interackive  heeads tend 4o block fﬂ?‘kﬂ#y,
+wj tend o sty in the  hidnes fmovﬂg queues.

f:? Non interactive  Hirends  SiHt  hward  +he  bLoHom.
g; Example: (3 tvautS)

blocked

run
ready (Q3) (ee) t
run
ready (Q2) p(eem"‘
<5

run

ready (Q1)
preempt

*each level has i own Teun” & "rudu" queue,
but +he_j ol share +he “blocked” queue.
Nete: To prewat Shcvotion, all Hireods are  pedodially
Flna.d in Hhe h.‘jhes\ P""”“'ﬂ quene .



Topic /.
e,

DEvIces

i?' Devices' are how a comruhr receives :-\f«d- Ffrown
the oukide wold % produces  output  for the
oulside  world-

BuS

Q A Tbas’ is @ communication pathwey betuween

Vovious devices in @ “""f“‘hf'

© “intena bus” for communicotion  bejween the
Ui L2

cPU & RAM:
it is fast & close b the CrU.
® " pedpheal bus™:  ollows devices in the tompuler

b communicate -

BRIOGE
g [ "bvsl\’t" connects 2 different  buses.

DEVICE REGISTERS
g;' Communieation with  dedees ore  carned
., outr H\wujh “device rcjnsh:s.
W, Twre prmagy dypes:
®© “stabus” el gou someing  about  fhe  device’s

current  state.
@ “commad: ssue a command fo the device by

wvihnj o~ rorhw‘or volue +o this mj.'si-u.
® “data”: wed to Aonsfer  lager Llcks of data
to/from the device.

Y, These mjw be  combined:

® a “shks & command
state & wrtn T iswe  the Aevice

ister is Rad b discove

Hhe device's

Q.  command .

® & “duh \:uf_-&- —  somekhimes combived or lcfafu-}q&

nto data infout buffers.
SYs/16l TIMER /CLock

9 The clock is used in pre- emphive Schzdulin3~

‘ Offset ‘ Size ‘ Type Description ‘
0 4 status current time (seconds)
4 4 status current time (nanoseconds)
8 4 command restart-on-expiry
12 4 | status and command | interrupt (reading clears)
16 4 | status and command | countdown time (microseconds)
20 4 command speaker (causes beeps)
LYo, N .

Hhese o in the location i relafive t» a  bage value.

bytes e§ base = Ox|FEQVO00:

SERIAL coNSOLE
9 The chasacter buffe, is wsed o write aui‘@owu choracters
b read "‘WM"U charactes.

| Offset [ Size | Type | Description \
0 4 command and data | character buffer
0 IR -
4 4 status write|RQ | interrupt
8 4 status readlRQ fequest

-(-;F a wnte ouws when a wite S alreedy in rveauss,
dedee  exhibits  URB

DEVILE DRIVER

\ A Ydedce  daver”
nteracks  with o deviee -

(l‘?:. Communicafion kaﬂx.\s \rzﬂ read-'nj fwm or w'{\‘mj ‘o
the commond, data & stabus  registers:

g Methods of interacting with  devices:
© Pg_\l._nj"-. e Uemel driver repeatedly checls the

is a rnr(‘ of the Leme! thet

device  Shtus
© I'\‘h!r‘urﬂ-
- hemel does ot wat for dede to complete commend
- "1"5}‘ r.omrleﬁ'-'" s fehen cupe of iﬂf‘lﬁ\tf"
handles
- e dence urda”ﬂ a Shtus f’(ﬂaﬂ‘l] o indicaie
if it was successful ,  thea aenmizs an
interupt:
ACCESSING  DevIceS
; How can o dedce diver acass e device n.as-hrS"
92 Port - m 1/o:

- uses srv.u'nl assembly 20 inshruchions

1 hich
- devie r(ﬂish.rs are Aislam.d rorl- Bs,

correspond to  regions of wemory in a
sq»m{'z addrspace.
QR Memory - mapped 1/0:
- eadh daviR rejn'shr hos o phyicsl memony address
cend Jurite  to these  device r.a1'5+q,g

smoller

- devick AWVes  can
us'\nj load /store  inshmctions

ii‘ A device mnj use borh T/O Drﬁons.
0S/lbl PHYSIcAL ADDRSPACE

0x00000000 OXFFFFFFFF
RAM

ROM: 0x1FC00000 — Ox1FDFFFFF
devices: 0x1FE00000 — Ox1FFFFFFF

64 KB device "slot"
0x1FE00000 Ox1FFFFFFF



LARGE DATA TRANSFER  To/Feom DeVICES
?| "anmm-c.oniw“d /o (PIO)

- dewe driver movet data
L o buffer on
- CPV s

between mMemory
he devke
used  +to  trunsfer dota

91 Direct memory access CpmA)

- device Hself is N(‘;For\S'l‘llE {ut‘ MOV'MJ data "’D/fwm
- cpy is not wed o transker  data , & can do
something else
- his is  wwed for bixk date -onsfes behweon
. deices -
.gs Elﬂ!tlt.'.
Graphics
Processing Main Memory
Unit (RAM)

Secondary Plat'on:lm
Storage ontroller ---

- Hub -
- prcesser inibetes gata tramsfer, & gives starting

addr & oamowt of dete do  pansfer

Graphics m -
Processing - S Main Memory
Unit =" (RAM)
Secondary Platform ¢---
Storage ofere
<-4 Hub g
- conbrller directs data  +transfe
Graphics Proc .
Processing L S Main Memory
Unit azas (RAM)
Secondary PIat'o';"‘
Storage ntroller ¢---
Hub

- conbrofler inferapts  processor whea dronsfes
s complete.
PERSISTANT STORAGE
? * Pessistant / non- volatile

shorage” i3 any devce where
data

lwsisi»s even when the deviee s withouk
?owu.

- primary memony weam) i not Fesishvﬁ'

- Su.ondtu:j memory  Lhacd disk) is Fusishy\*'

HARD DISKS

9| HODS  are rmishnf s\orade devices.

read/write head spindle

platter

- b reas/wite, e platter g2 RIW head wmust move
_ Ynis  takes  williseconds
g; Loljit.ul view:
“« ~—— rotation & disk ¥ an array

of numbered  blocks  of
idenhcal Size (~S128)

- blocks are the unil of
tronsfer  behwera dish %
memory

one or more (.cv\HJubllS

Yocks can  be -}mnspuﬂA
in o single operation-

read/write head

93 Phisical  view:

- A HDD wonsists of

to  read [wrte

Ml disk heads are  put
achaator
actuator o0

-t platters [disks -

- Each FlaH'w has fwe  sucfaces

The surface s bwoker MP o & sedes of
wnentvic  circles .
- ll"'mdﬁ" ,'{- one s‘urfucp_

- "c\:I_li:Aq_rs" if same radws on each

Su(rﬂr_e

Each 4ack is  lowken up wmbo o sedes of
arcs colled T sechors’-
Bach surfuez olso  has @ “Yiske head” | read fwite heod

dato fﬂm e
n ros’v)ﬁw bj a single dﬁ/

o



coST MODEL For pISk I1/0
W Tue hme i+ tales fo move data to/fem o
disk  (nvelws
© +he ‘'seek hme" : the time it feuet o move the
feod/wnite  heads 4o the aFrn?via‘h track

- depends on e seel distoae : dishna in

+racky  Letween r,e,.;p\.g L cuurent -rm(.ns"
- mndcs from © t cost § max sek disk
® #he  rotetions\ \ﬂ*"-"ﬁjh . e Hme it tales for the
deswed  sectors  Spin 4o e feod/wite Wieads
- &zfu\ds on wotakional ngn.A of disk o
- 'u'\jls ,fwm Ows o cost dg i'w\ﬂ\z ro | .
@ tne “transfer Hme” - desired  sec
Sr\'f\ Fas& read Juwnte  heads -
on  woabional S?egﬂ. of dish % amowt of

the hme & oles wrhil

- defexu!s
datm  accessed

E?:\. Rwlvasi' serice time = seeu time + volakiovel latencey + +runsfer Hime

REQUEST SERVICE Tzmt EXAMPLE

Parameters

o Disk Capacity: 232 bytes

o Number of Tracks: 220 tracks

o Number of Sectors per Track 28 sectors

* Rotations per Minute (RPM): 10000 RPM
e Maximum Seek (time): 20 milliseconds

-g: How many \wj-\-cs in “4mck ?

: . 32
- disk c auty _ 7;_ e
* _,:f_# e 2'% 8] ek
..-" 7
bytes m a sechor !
?1 How many Y q .
4ack 2
- bytes [k = - 2 B/ seckor
sectors [4rack 92
g Max  rohotional  latency?
: 6 cos
o)
- -— _ —— = 6.006s
max = gem 10000
.(t}q Ave_raje see Hime”?
mox Seel 20ms

= = 1O ms
2

ﬁ\l% < N
(Js A\lzrc\jv. voyatonal lq{'znc.j'z

max latency ~ e_rli - 2ms

1\/% = —’_1’_ = 2
ﬁ‘b Cost +  Aransfer | Sector?
max latency
sechor lahmj <
# Sedors on Yrack

g} Exrech.a st f read 10 consecutive sectors’

S
RS Y 0-01S ms [ sectoc

wst = avuaje seek 4 averege vo lebonal "”h"ty + 'h’ﬂnspzr Hwa
= (0 +23+ 1000.055)

= 12195 ms.

Q Tradeoffs: redu seek Himes,
2

PERFORMANCE IMPLICATIONS oOF

DISKk CHARACTERISTILS
?" Note:
0] Larger transfers are more efficient than
Smaller ones-

- as fme it 9ets b gt to the ms.'o,\ ‘,Q;Inj

fead (s omorfited over wmany  blocks of
dato.
@ S(qUMHﬂl 1/0 s beHter than non-sanJ\Hal
x/0-

- sza]uu\Ha\ I/o orerahons elimimate  need
for  most seels-
8, While suz‘uu«ﬁa\ /6 is not a(vdq.\ljs rossih\z,
we can 3""“? retivgs-lvs b oy W reduce
average rw[uasi— Hme .

DISEL HeAD SCHEDULING

9 Coals Reduce  Seelt  Fimes ‘°'_‘] conbralling order in
] —

which  cequests  afe seniaad-
- we need queue of outstanding disk fequasis .

F TRST- LomE - FIRST- SERVED ( FCcPS)

9 Tdea: Service Nﬂuz&fs in  the order they anive.
y &=t

?2 Tradeoffs: Fuir & simPl;, but o arﬁmihhpn for

See fime-
50 100 150
N \\( \‘\ \\ ‘\ \\ \\( \‘\ LS
N \ : ‘\ \\ I \ R ‘\ \\
N C Y
e, o ~H oo e PO | |
[/ A S s s s s S |
v N ;
/ “ i ! .
head k
’/’ ¢ ’ ’
14 377 53 6570 T o040 / 183

The service order is: 104 183 37 122 14 130 65 70

SHORTEST SEER TIME FIRST (SSTF)

.Q‘ Tdea: Semice closest rzqves\- frst ("jrudj")_
but  some ruluo.sts may

starve.

The ;zrvice ;nrderS?s: :3557070 37 14101404 122 130 183 ©
ELEVATOR ALGORITHMS (SCAN)

g; Tdea: Disk head moves in | difeckon unhl thee are vo
it, +hen reverses Qirection.

more  requests in  font  of
) Tradeoffs: reduces seeh Hmes & ovoids Shrvation.
2

! 50 100 150
> oo NEEN NN NN

\
‘\ I | 1 1 1 ' i I | 1 1 1 i i [l
o I [ i [
e ' eo~M @0 | @ PO | | |
o G
e ' [
! J/c ! i
/o /
head / k 4 /
’ ’ ! ’ ’ ’ /’ # ’ # £ ’ #
S / ;o S0y
;o ’ ;o
;S ’ / S0
14 37 53 6570 104 183

The service order is: 65 70 37 14 104 122 130 183



Sys/lel DISK CONTROLLER

[ Offset | Size | Type | Description |
0 4 status number of sectors
4 4 | status and command | status
8 4 command sector number
12 4 status rotational speed (RPM)
32768 | 512 data transfer buffer

g To Pufw-"“ an Oru‘a-\-'mn'- N—f"f‘h r(‘tsuv\' state of disk
1 . -
@ Store sechor # in “sechor #° fegister

N . . s
@ Then wnte ‘fead-in-progress  of weite-in-progres

inko  stubus' . .
Q When the disk conholler s reperting o mmrldd operoiion,
2
an ini—ururi' is a'-"?f“"'"*'
READ FRom/To SYs/lbl D1sSK
g‘ Consteaints:
@ 0S/l6l ollows only one +hread of a hme to acess the
sk, . .
@ e Miread that wikates  Cwate”  should wait  un
Mt wnte @ wmrlthd l,q.fpn. Lonkinuing
Csimilarly  Aor “read” ).
@2 We wuse 2 Sdmﬂrﬁﬂ"i'—
+ o fime

@ ‘disk' :  used so only one threod &
can use ‘the disk.

©) \dish_u,,ﬁl,(dion\'- used so e Hread sleaps on  ofier
# has  acquired exclusive aceess fo  the disk,
ot i wa:ﬁnj for i rutw.s! b be mmrlued.

device drives

‘onu. the disk has wmrll:l-eA e mq\lash

will  cal VCAisla.-me(-h'M\-
Q; Device driver write handlesr  (called bj +hread wanting o
wnte):

// allow only one disk request at a time
P(disk)
copy data from RAM to device transfer buffer
write target sector number to sector number register
write write command to the status register
// wait for request to complete
P(disk- completion)
// when request completed, allow others access to disk
_ V(disk)
Qq Tntervupt handler for disk device Ccalled by Wernel) :

// make the device ready again
write disk status register to acknowledge completion
V(disk_completion)

‘JS Device daver fead handler (called by hread wanﬁnj b read):

// allow only one disk request at a time
P(disk)
write target sector number to sector number register
write read command to the status register
// wait for request to complete
P(disk_completion)
copy data from device transfer buffer to RAM
// when request completed, allow others access to disk
) V(disk)
Y Totercopt Wandler for itk dee  Ceolled by Wermen):

// make the device ready again
write disk status register to ack completion
V(disk_completion)

?,_ " Flash me.morj" uses ¢

gq For flash memory reads [ writes ot page

ssD & FLASH MEMORY
' Tiea: Use inequieh ciruik To  persistont shorage
instead  of majnehc. surfaces-

5 no mechanical Far(s.
uantum rﬁfﬂﬁls of electrons,

€8 u,mran_d {o ORAM — rv.Tmes conshant powes o

Ueaf eleshrons.

93 Flagh memory s divided into blocks & paqes:

- 2,u.8kR Faﬂzs

- 2321@-4mB blods
fevel

® Pajzs are inivolized h  \s:
>0 can occur af the raje \evel.
ar the block

® Transition
?5 But wuwr'\ﬁnjld.e\eﬁnj must  be done
fevel.
® A high voltage &
® con arf\:’ leh
WRITING & OELETING FRrom FLASH MEMORY

gl Naive soluhion  (slow):
- reod whole block into RAM

rezi.,'.rd. 4o swikh 03\.

voltge at the  Llock level.

- ceinihalize block
. - updete Lok in RAM & wite ba b SO
Q:. SSD comholler handles  requests (fostar) :
- page *o be deleted/ overwitten s moarked as invalid
- White to an  vnused Page
- urdufe tonslabon  fable
., - fequires quLaae collection
B S limikabions:
© Each Yok of an SSD has a limited & of wite r_dglcs
before i+ becomes fead - only.
B3 SSD  contvulles perfoon  wear levelling, ~ dishibuting  writes  evely
across  blocks
- so blocus wear down ot an even wte.
® Defrnjmaanj con be hormful 4o a SSDS lifespon .
PERSISTENT RAM
9. TIn '}amim RAMs” | dafa is preseved in  the
abtence of pewes:
i?z These con be usd o iwprove  the puformance of
S«umdmj shm;ae.
- bhodibonal CPU cachet are small; ol effective  for
cadninj many disk  Blocks'  worth ”J data
— yolatile RAM an  caxhe file system info
resened {or rmcﬁs nddnpna_;_
- we coche file :3shm info ia fusisfm"' rAM .



Topic 8:
File Systems

FILES

g: Fles afe pertistent, named dakn ohjects.

'9; Date consists of a sequence of rumbered bytes.
(No other ussumtﬁms can  be m

93 Fles have associated meta-dafu.
eq ownes, fle Hype, ek

FILE SYSTEMS

9| “Gite systems” gre e dakn  shuchures % olgovithms
used to stove, reivieve K acess files.

92 A fle system con be scrarndd into 3 |ajzrs=

(LI Logical _file :nsh.n":
Sees
eq F"y"‘, fscanf, eke
- this monages file system nformalion;
9 which files are opea for wrikny L Reding

\ower level {!ﬂg

ade.)

hu}h-lue\ APY, what a fnjmmmu

® TVichual fle System’ :  abstmckon  of

szjth.mS
- rrtsmﬂ multiple different uv-du\:j;nﬂ fle  systems

Cey wOP, SPD, ete) to M wer as o

® Paysical file system’ i how iles ofe achialy stoced
on thsical wmedie
-y “4rock, sector, ek

BAste Frie INTERFACE
Q Common  file  operafions:
© \P-RE'-" — rhwns a fle  descriplor
- othes file oru-oﬁms for Hhis  process reu]m'ms

Hhis Aesuifh)r os o pacametes
- b ideatify the dfile.
® \d°__sf‘ — invalidates a valid file n\zsmr\-or for @
?n(.QSS-
- kemet *mcls  which Ale deswirhfs are

cufrmﬂj valid ,fm— each onuzss-
@ ‘read — copits data fom & file inb @
address  space.
@ “wite - mriﬂs dato
o o fle
® ‘seel’ — enadles mon-Sequentiol  reading [ whting.
© Get/set Aile meta-dofa-
-y Clinux)  fskat, chmod, [s-lq

FILE PoSITION % SEEKS

g: Each open file (i volid desciplor) hes an  associated

.}i\e Fosih'oﬁ-
- s sharks ab byt 0 when Rl s opeaed.
91 Read X write ore/ah'ens
- shart fom the current  file  position: &
wpdates  the cucfent  file ros'u‘HW\ as \,5(.25 are
read /wntten.

L tais  males sr.q.mﬁﬂl fle Tjo easy.
Qq seel” changes the  file position of a desaphor

o allow non- segweatial  T(O-
ST S
- note  seew does not Hhvow an exapton i the
position is invalid

- but the .s“\.so_quuﬂ' read /write cremﬁo.. will.

virtuel

fmm o vithual address spoce

SEQUENTIAL FILE READING EXAMPLE

Hais shows +Hhe file is

char buf[512]; o

int i; /orﬂ.n for only reading.

int f = open("myfile",0_RDONLY);

for(i=0; i<100; i++) { read ficth
read(f, (void *)buf, 512);/ 5‘”“’_"' bytes of

} o i ok Hme

close(f);
FILE READING USING SEEK EXAM PLE

char buf [512];

int i;

int £ = open("myfile",0_RDONLY); fead first

for(i=1; i<=100; i++) { Si200  byles,
lseek(f, (100-i)*512, SEEK_SET); Siz bytes of 2

Hme

read(f, (void *)buf, 512);

}

close(f);
DIRECTORIES ¥ i- NUMBERS
(g)l A ~'dm_ch>f3" maps  file names (shn'nﬁs) o i-numbes-
?1' An  i-number" (index number) is a un(qve identifier
for o file/direchry  (in o fle sjs{vzm).
- givea an i-number,  the file system can find the dao K
mefudate rﬁ-)r +he wrvesrer\dirl’ fle.
83 Directories Pwvirh a way fr applications to group related
Liles-
OIREcTORIES AS TREES

gn A ‘F‘"“JHEM-K directovies can  be viewed as a Hrer,

with a single oot directory.
- Rles are  always leaves

- directories can  be intedor nodes o leaves.

91 0"\3 He  kemel cn dinecHJ edit  directories.

- lhemel should wob tust the user  with  direct

access fo  datm  Shuchures  fhe  kemel  relies oA

PATHNAMES

9; Files may be idquied via "Pafhnames':

Hhat deserbe o Pa'Hﬂ +hvoujh +he diredw) +ree

fom  the oot directory o the file.
- directories also  hove rnrhnmeg_

2

145

private .

misc

testprog

425 e

Key
@ =directory
12 [ = file
234 =i-number

334

/docs/b.doc is the path for the file with i-number 149.



HARD LINKS

G A herk lik" s en  association between o name Cstving
&% i-number
G whan o fle i created, o hard ek fo et file
is also  created-
- ¢g openl/aoes]adxt”, "O_cetAT |o-Tponc ")
- Hais uru\s e fle Xk creates & hadd link
fo that fle Jehocs
83 When o fle s created,  addibionel herd links  can
be wmade Fo it
eg  link Jdocs Ja-ht  /foo/ myf
_ s creates a4 new hard link wmyf in ditectory foo
— to +he i-numbes of 4he file Jdoes [a bt
?‘1 Fach fle has a wunique i-number, Gut may  have Mulh'rlg

pathnames.-

testprog  misc b.doc

@ = directory
12 O =file

234 =i-number
/foo/myA and /docs/a.txt are two different paths to file 147

E-?s To avoid cjclet, we disallow linklnj o a dindwa,

UNLINKING
9. Hatd links can be femowed.
B eq unlink  /docs /b-doc
9; The FES ensures +hat  hard links  have "referentiol
infegriby” ¢
if the link exists, then the Afile i refers o also
exists:
- e Uemel haps & Count  of  how many heud  linkg
there afe T an axishn, file
- a fle is deleted when its last hard link
S removed lie the count becomes O).

SYMBOLIC/ SOFT LINKS

gl A Tsoft link” is an asseciation between a nome (SM"'J)
and ruHﬂMmf_-
- we can do s Via Symliﬂll-(.li-la, Iyltdmy

gz It an aﬂ;(icaﬁoﬁ wants 4o opea lylufm,  the FS  will
- rewﬁn'\u it as a SJm\:o\i:. link: and
- attempt o open /il

93 Note referenfiol  infegely s not  preserved ;
e /z/a may not  exist!

symlink(/y/k/g, /z/m)

MULTIPLE FILE SYSTEmMS
| ,; A system might hove mulhiple  file  systems.
- Qj VSB  flash  drives
9,_ We wneed a alpbql file namespace ;  ie
- uniform  acvoss all e  fle system
- ir\dnpv.ndeni- of rhjsiwl locohion
E-?; Methods:
® se ﬁ'lc—sgsfem name in the fflc name
¢g c/use/ -
® crate a single Whiecarchical namespace +hat  combines
the  namespaces of mulfiple file  systems

. o N

.. e using mount .

'gq .‘Mnuanﬂ" does not take two file sashms into  one;
it -')us-r combines the  namespaces inbo  one hierarchicol
one.

"root" file system file system X
Ny o
- N ‘\‘ P
’/,/ y \\\ & .
, * , 9\ 9
/ JANN 0o
3/ |b / al \\ ¢
/ I BN
4 / \ N\
L4 I T

result of mount (file system X, /x/a)

TN
_ ~

a]

we mouwnt’ X to the
peth  /x/a.

FILE SYSTEm ImPLEMENTATION
Q: what s stored r"‘“"""s Cie in  Secondary smae)?
- fle data & mein-defn
- directories & links
» - file system meto-dain
(E?; What  is non—rusishnf?
= pe procass open Fle  dexrptor fable :
-~ fle desciphor
- fle positon for each opea file
- Sjshm wide :
- oper Ale i=lle Cinfo about files currrty
o[,on)

- cached  copies of rerslshf\-r dafe,



FILE sysTem ExAmPLE:

VERY SIMPLE FILE SYSTEm (VSFS) . . .

gl Goal: Create a Small e System fo show what components are 9; Reserve  +he ‘ﬁw'
needed &k how 'Hﬂld are  used- - conkains meta-info  abouf the enbire file  system

: in  Ythe , locabon of i-avde
® Use an extremely emall  diske- o % of i-nodes [ bloks  in system, ¢

H d block  bitwmap, ek
~ His has a sechr Size of S0 \’U"‘" \“*'“OP/ ofa wap

- note: disks are  usually Mﬂe ; ,_Inodes Data Region :
. . . _ fDTD'IDTD"IUFDTD'IDT (DIDIDIDIDIDIDID] [D[D[DIDID[D[DID]
2 can read./wn‘fe + anj st:‘h 15 16 53 24 31
— disk will be 256kB -> so we have S12 Data Region
totol  sectors- DDDDDDDD DIDIDIDIDIDIDID] [DIDIDIDID[DIDID DDDDDDDD

39 40 47 48 55 56

&) war every 8 comsecutive  sectos il & block  (4LB) g qm_uP £ pat T Veas of S
o

- better srnﬁnl lomlil-j Cfewes seeks)
- reduces 4 of block pointest The Inode Table (C|Oseup)
! iblock 0 | iblock 1 | iblock 2 | iblock3 | iblock 4

| ' ' |
1(2|3[16(17(18(19|32|33|34|35(48(49(|50|51|64|65|66|67
5|6 |7 |20|21|22|23|36(37(38(39|52|53|54|55(68(69(70|71
9 (10(11|24|25|26|27|40(41(42(43|56 |57 |58|59(72(73(74(75

13[14]15]28[20[30[31[44]45] 46| 47[60] 61626376 7] 78] 79
8KB 12KB 16KB 20KB 24KB 28KB 32KB

- o 4uB Lok & a comenmal siZe

for  on-demond Fa\T‘nﬂ
- 64 Ulocks oa The disk

g2 We wont o decide ohead of Fme how much space

reserve ¢ datn Vs mek-daia-

- most of the |laks should be for stoing  a file's

Data Region

I_I—l—l—|—|—|—¥—\ DTUFDTUFDTDTDTDT [DID[D[D[DDDD] DIDDD[DDDID]
15 16 23 24 31
. Data Region )

DIDIDID[DDIDID] DIDDIDIDIDDID] DIDIDDIDIDIDID] [DDIDIDIDDIDID]
32 39 40 47 48 55 56 63

T we resave dne frst 8 Mocks for  metn-date
% the last 66 Vblocks for file dafa.
93 We also noed some way fo map files to  their date  blocles-

of i-nodet, where eacht  i-node  wnkainS

- create an affay
a fles mehadata-

- index b the i-nede array is Hhe FICs  index  number.

__Inodes Data Region
D:E_ D DIDIDIDIDIDID] [DIDDIDIDDDID] [DIDDIDIDDDID]
15 16 23 24 31
Data Region

|

32 10 DIDMDDIDTD DIDDDDDDD Db DDDDDD
*we use 256 Ljhs for each imode & dedicate S blocks
foc i-nodes- 2

G s ollows for & Rl i-acdes (F x5)
. L so <« 8 fles
Qq We olso need Yo Yk which

blocks afe  in  use.
e -

i-nodes % daln

- we uwse a |bimap for  each:
L'd-mf ‘Irw_hinj i-nodes

0 a lblock wnhiniv\j ine
: . e i elain data
@ d* a block umh.;n'mj +he b|('Ma\r: fru J

blocks in  use

sk instead  oF
(we cwould use @ .fru lisk  insteo
can trock

o biteap)

€ = 32K  i-nodes
- o block size of kB Y¥ x i

of datn blocks:

b but we only need T drack £8D of tem.

,_Inodes Data Region .
[ KNI [O[o[D[D[D[D[DD] [O[DIDIDIDIDIDID] [D[DIDID[DIDIDID]
0 78 15 16 23 24 31
| Data Region .

[DID/DIDIDDDID] [DIDDDDIDD[D] DDDDDDDD] DDDDD[DDID]
32 39 40 47 48 55 56 63



i-NODES

Q’ 'y Cionode” i @ fixed size  index shruchure that holds  the
N -
1

& Foinhﬁ o the dak  blecks.
i-nodes  include  Afile type, rq—missims’, Iuji-h;

file meta-dafa

Bme of last file

- 8;0.(&5 nf
access; B of hard links b file; & ptes to data
Llocls -
Qz For small  files, Poiw{'us in +he i-node are Sufficieat to
point  to all dabn  blocks 5 ie  direct dota

Liock Foin‘l’@rs "

G for larger files,  we  wse “ingirect dabn bk painters .
3

i—node (not to scale!)

data blocks
attribute values
. 7
- direct e
~ - direct _— .
— __— direct .«
singleindirect "
\ = e
.
\ \ — —
\ = y
AN | ||
‘\  —

\ :\ o
\ B .
triple indirect E /,//i D
\ == . .

j - \\: D
indirect blocks

g-, Tdea: Vse botn direst & indireck block pointers.
© Ip ik bloks ore feforenced wite B addcess, Fhen

- Yhere  are 2 blocks each of KB

%22 2™ - b TR

2568.

2 phs o blocks ;

diffeent block .f.,r shoving

- so max disk size s
® Ia VSFS, an

- reServe room  for

i-node IS

" direck roinh,s"_

- eadh roiv\‘h’_&' Pu'm\'s Yo a
use  dofa-

- P'ﬁ'\‘h/s are ordered ;

® It

EH' fa'm{er b the iH" block in the cf,'(g.

we onl:’ have  difect Poinh:s:

mox file size = 12 x $kB = 4R KB.

@ wWe +hen infroduce an indirect  pointer, which points b a
block £l of direct Fo'mkfs .
® A KB ek of diect pointes hold o2k A48 pointers.
So  with 12 direet & | indirect Poin‘l'ers :
max fle size = (12+1024) x 4¥B = w4 KB
® If we need more space, we can add o double indirest
?o'mhr, which l;o'm{-s b a ok ful of indirect Fwﬂ-ers-

\ indirect % \ doddle indirect rnin-(-Qrs:

@ wih 2 direk

mox file sige = (4 o1y +l63y") x qug T UGB,
I we “riple indirect

roin{-r",

need more Space, we cn use  a

?’ We refea{' 4he  previous Haree

DIRECTORIES

9; Directories  ore imrltmenhd. as a sra.u'-l *JP‘ of file

that  conhming  directory enivies, pairing  wp
O An i-number; &
® A file nome.

- o Directory files can  be od by application  programs.
93 Directory fles afe ooy updated bg. the Uemel, in
rcs[»nse to Afile sjs-i-ewn o]:emhrms.
e create Ale/liak.
TIN-MemorY NON-PERSISTEN

? To speed up fle  access, ihe uemel Leeps
' ' is urdd‘d as  processes access  files-

T STRUCTURES
Some infnrmr-l-iun n

RAM  which
'92 Par F-roa.ss: )
®-Da§cﬁthx Table
frocks  which  file Aszv'xrhws does  Jhe procass have open
aach open oleSt.riFfuf

—~ which ,file, does
rqq.r?
- carrent  fle

g; Sjs'h"' wide:
@ openfile_toble

\
cache

® "i-Node
® "Rlock cache”

———

indjcect  blocks-

READING FROM A FILE
oq readinj /$ool bor

Fosi*m‘ for e ohsa/ifh:f‘?

L\‘] any
in-memory  copies of rtcu\+(j-us«1 i-nodes
of data blocks %

files currently  open process

in-memorj uries

Ql Rrst, +he woot i-nede iS read.

- Hhis rmn’dx the  locabion of rootS  datn  block

_ ahich  shores  the  voof direcory
2 The voots daln  block is ead T find e i-number
fgr ‘Fno‘.
a directory associates o shing  (file / disectoey  name)
fo on i-numbes ' »
. we astume ditectory fts in @ Slﬂj\e blocle.

93 Thea,  read ‘-f'ao“s i-npde, which rm,i&es the locakion of

&oo‘s datn.
Y Read oo
g?; Similarljl read

dale (o dimohnj) o find bar's i-number.

‘bar's  i-node.

- check +he file rx/missims
file returned & added b the
- a g
Hle dcscyi,ﬂ'or fable '

- Rle s odded  fo the kemels open file fable.
Qs To read date from /feo/bor: i-node is  fead
ointer o bac’s  daf Wode is  found-
for  /foofbar iz (eod- (The o dokn  block)-

witea P urdak. the access hme.

s's
deseri Pbr S rmas

Y
bar s

and o
Q; A dota  bleck

Q& “bar''s  i-nede s

steps +  (ead Su‘oSiT)M(’

o

datn  blocks-

e o

data inode root foo bar root foo bar bar bar

operation bitmap bitmap inode inode inode data data data[0] data[1] data[2]
1. open(bar) read
2. read
3. read
4. read
5. read
6. read() read
7. read
8. write
9. read() read
10. read
11. write
12, read() read
13. read
14. write




CREATING A FILE

o creaking the  file “bar®  in  dirchry D

data inode root foo bar root foo bar bar bar
operation bitmap __bitmap | inode  inode inode | data  data  data[0]  data[l]  data[2]
1. create(bar) read
2 read
3. read
4 read
5. read
6. write
7. write
8. read
9 write
10. write
11, write() read
12. read
13 write
14. write
15 write
T6. write() read
17. read
18. write
19 write
20. write
21, write() read
22. read
23, write
24. write
25, write

note: whea wiiting o partial bock et blok must be read fiest;
it when """-H“j an onhire block, no read is r¢t1u-'yd-
CHAINING
Y ousFs uses a pe-file index  Clirest & indicect  pointes)
o access  blocls.
.97_ Altesnative aﬂﬂvoad“s‘
0] Chaining
> each block includes o roiv\{-u b e aext  block
@ Eexterndl chaining
= {he chan IS lept os  an
93 For chaining, Hhe oh'ndvrj table  conkring  the nome

exfernal  Stwcture.

OF e /f\"(z rqH'!.d With  ifs s\uﬂiﬂj Llocl, and

fossi\o‘j i end  block.

ﬁ\.!\\\\\
J
clow

- {his is atmffaue for Sl?ll‘ﬂ’ﬁa( fodkup, Lut very

Afof ndom  acess

becasse we need o go throygh the file s.uiuul-;ql/j

o gt b0 farﬁm&zr (0 caion.

9“ To impove performance, in  extemel  chaining, inhwduce @
“fle oacass thable"  CFAT) that -‘f’tdfiﬂ-s all e chains

in one L{j 4ele .

T~ external chain
[T T | e TS0 T T 0] (fle access table)
()

- whea Ao'mJ ndom  occoss,  +his aFqu‘h reduces fhe #
of Dblews reod
- by haeeping  Hhis table in s own  block

rather  +han houing  one Fo;v)\"u / blecle.
FILE SYSTem DESIGN
g, Tdea: Do.s;gn our FS 4+ be effident for the “common
case” -
- we J'jrn'cnﬂy only deal with  small  Fles.
?1 But we shoald also  be oble o Mandle

o lorge # of swall filesi of

— a ¢tmall FF of loﬁe ,files-

PROBLEMS CAVSED B8Y mATLURES
Q'| A si’\j[e loaicul S oPtrﬂHon may  require  Several dick I/o
oPmHons.

g de(ch‘nj a file > remove directory enatry, remove file index, ete.

Qz But if some bub not all of these chanﬁcs are feflected on

the disk  after system failwre, it could destroy  in-memory fle
Sjsfem struchares .

-?3 So }wsirfen+ shuctures  shotld  be cragh comsistent :

e +IMj should be wonSictent when o ::rs(-m restorts
after o ailure.

G, Metads:

0} Sfcd“‘- purpose consiStency  checkers
- rans affer a crmsh  butr  before normal v,)ﬂ.mh'ons fRSume
- fnds & aHempis 4o fepair inconsisteat  file sgﬁem
data  struchures
q ,;,“'lz with  no d.'\rtr:}og entry ,  free Spac not  morked
as ‘FI’QE
® Journaling
- uses wiite-ahead legging
- firsh rewrd e fle metu-date  changes in jouere!
- So  segwences of changes can  be witten fo  disu
in o« s'mjle o}aemh‘un
- affer ne changes have  been Jourlla{ed, urda‘i‘e the
dish datu  Stuchures-
Sfilure, redo fhe J’ou.mohtl uralm‘!c in
the  falure.

- after a

case +h2j weue ot wmr(e+ad~ before



